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Comments	
Completion of „Containerized NF run-time security“ test case.
* * * First Change * * * *
[bookmark: _Toc215154000]6.1.1.5	Containerized NF run-time security
Requirement Name: Securing container functions by configuration and hardening testing
Requirement Description:
The containerized NF shall not contain any known misconfigurations.
Test Name: TC_SECURE_CONTAINER_RUNTIME_CONFIGURATION
Purpose:
Ensure proper Security hardening was performed. Apart from vulnerability scan of container image, analysis of container security measures implemented for the FNnetwork function in running state shall be performed. Test should prove that all possible misconfigurations werewas resolved, and validated security patches were installed. 
Container and orchestrator in a running state shall be hardened in relation to security benchmark (e.g., CIS benchmark or other common auditing tools). Network Access Policies shall be configured for securing containerized functions by default. If network segmentation in applicable, related policies preventing lateral movement across containers should be present. Security polices shall be configured for securing PODs and Containers where applicable. Usage of Privileged container, Default Namespace, Ports, Services, Public IP Address etc. shall be restricted. 
Pre-Conditions:
Test environment with vulnerability scanning tool suited for scanning container and orchestrator in running state.
NOTE:	If the network product consists only of containers and no orchestrator, the test environmant provides an orchestrator and only the container-specific results of the scanning tool will be taken into account for test evaluation.
Executeion the following sSteps:
The tester runs a benchmark analysis tool to scan container and orchestrator for known misconfigurations.
Expected Results:
Expected format of evidence:
Snapshots of the configuration or documentation, snapshots from benchmark tool.

* * * End of Changes * * * *

