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Comments	
Completion of „Vulnerability scanning for containerized NF“ test case.
* * * First Change * * * *
[bookmark: _Toc215153999]6.1.1.4	Vulnerability scanning for containerized NF
All text from TS 33.117 [1], clause 4.4.3 applies to containerized elements. Because of the nature of containerized applications and their high dependency on 3rd party software specific vulnerability scanning tools need to be used. Therefore, the test case TC_BVT_VULNERABILITY_SCANNING specified in 4.4.3 need to be enhanced with the testcase below. 
Requirement Name: Securing container functions by vulnerability scanning
Requirement Description:
The containerized NF shall not contain any known vulnerabilities.
Test Name: TC_SECURE_CONTAINER_VULNERABILITY_SCANNING
Purpose:
Ensure that containers are not containing any known vulnerabilities. Trust level of image content shall be checked to ensure security and integrity of the image. Vulnerability scanning of container image shall be performed during development phase, discovering the vulnerabilities, and remediating those vulnerabilities before Developer/SO ships the container image to the Container registries. Vulnerabilities shall be resolved, and validated security patches shall be installed in a timely manner by the vendor.
Pre-Conditions:
Test environment with vulnerability analysis tool suited for scanning container images.
Executione the following sSteps:
The tester runs suitable vulnerability analysis tool to scan containers for known vulnerabilities.
Expected Results:
There are no known critical vulnerabilities reported by the tool.
Vulnerability scanners, by their nature, (e.g. depending on how they are configured) can result in false findings/positives. The tool’s documentation may even mention to repeat checks to determine a recurring problem. The tester shall make best efforts to determine if there is an issue with the network product or the test tool and if necessary, work with the vendor of the network product to come to a consensus on the test result outcome.
Expected format of evidence:
Snapshots of the configuration or documentation, snapshots from vulnerability scanner results.

* * * End of Changes * * * *

