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Comments	
Completion of „Using trusted image repositories for container image handling“ test case.
* * * First Change * * * *
[bookmark: _Toc215153998]6.1.1.3	Using trusted image repositories for container image handling 
Requirement Name: Securing container function source by using trusted image repositories
Requirement Description:
The containerized NF shall use trusted/private source image repositories while building the container image.
Test Name: TC_SECURE_CONTAINER_IMAGE_REPOSITORIES
Purpose:
Ensure that containers are built using trusted image bases. Images coming from untrusted/public source code repositories (e.g., Public-DockerHub) shall not be used due to risk factors.
-	HTTPS protocol for accessing internal repositories shall be used.
-	Trust level of image content shall be checked to ensure source and integrity of the image.
Pre-Conditions:
-	Vendor documentation describing the container build procedure, configuration of trusted repositories and image integrity verification
Executeion the following sSteps:
1. The tester reviews the documentation provided by the vendor describing the container build procedure and listing trusted image repositories.
2. The tester verifies that the build procedure enforces image integrity verification using at least cryptographic verification, by performing a build with a valid image and with a tampered image.
3. For both static and dynamically built containers, the tester reviews the build files (e.g., Dockerfile, CI/CD pipeline scripts, OCI) to verify the image sources specified are only trusted repositories and there are no references to public or untrusted repositories (e.g., Public-DockerHub).
4. The tester verifies the image repositories referenced in the build files are accessed via HTTPS.
Expected Results:
-	The vendor documetation contains a description of the build procedure, how to configure trusted repositories and how to setup image integrity verification.
-	The build procedure enforces image integrity verification. The valid image is used by the build procedure, while the tampered image gets rejected.
-	The image sources consist only of trusted repositories accessed via HTTPS.
Expected format of evidence:
-	Snapshots of the configuration or documentation.
-	Logs of the build procedures
-	Logs or network traces/pcaps showing the build procedures use only trusted repositories over HTTPS
* * * End of Changes * * * *

