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Comments
The test case is missing comprehensive test execution steps. This pCR tries to provide pre-conditions and execution steps that should lead to clear and comparable test execution.

* * * First Change * * * *
4.3.4.3	No unused HTTP methods
Requirement Name: No unused HTTP methods
Requirement Reference: In accordance with industry best practice
Requirement Description: 
HTTP methods that are not required shall be deactivated. Standard requests to web servers use GET, HEAD, and POST. If other methods are required, e.g, PUT, DELETE, PATCH, they shall not introduce security leaks such as TRACK or TRACE.
Threat References: TR 33.926 [4] clause 5.3.6.11, Unnecessary Services
Test Case: 
Test Name: TC_NO_UNUSED_HTTP_METHODS
Purpose:
Verify that the Web server has deactivated all HTTP methods that are not required.
Procedure and execution steps
Pre-Conditions:
-	The tester has needed administrative privileges.
-	A tester machine is available.
-	Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
-	List of all 3GPP-defined SBI endpoints and their associated allowed methods for this network product
-	Vendor documentation on all other available HTTP endpoints that the network product exposes.
Execution Steps
Check that relevant system settings and configurations are in place to ensure fulfilment of the requirement.
For every HTTP endpoint that the network product provides, the tester sends requests to that endpoint covering all HTTP request methods that are not in the list of supported methods for that endpoint
Expected Results:
For every HTTP request with an unsupported HTTP request method (as stated by the 3GPP OpenAPI specification or vendor documentation) the network product returns an appropriate HTTP status code.
System settings and configurations have been found and in normal operation, for all Web components of the system, to ensure that unneeded HTTP methods are deactivated.
Expected format of evidence:
Log files and screen shots of test executions

* * * End of Changes * * * *

