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*** 1st CHANGE ***
[bookmark: _Toc202197163]N.3.1	General
This clause describes how end-to-access-edge (e2ae) and end-to-end (e2e) security is achieved for WebRTC Data Channels (see IETF RFC 8831 [50], IETF RFC 8841 [48], and IETF RFC 8864 [51]). In addition the end-to-Data Channel-edge (e2DCe) security is specified. The end-to-Data Channel-edge (e2DCe) is defined to be the path between the UE and MF.
WebRTC-compatible browsers use SCTP over DTLS as transport protocol for peer-to-peer data. A WebRTC Data Channel is defined as two unidirectional SCTP streams, one in each direction, which are managed together as a single entity (see IETF RFC 8831 [50]). The application protocol which runs on top of the WebRTC Data Channel is not specified and the JavaScript is free to implement any protocol it requires.
The application protocols that a WebRTC IMS Client may need to support are MSRP, BFCP, T.140, and T.38. A DCMTSI IMS Client [35] also supports the unspecified application protocol approach used by WebRTC Data Channel with, for example, a related web page and JavaScript handling the needed transmission and protocol format actions.
Figure N.3.1-1 shows the common protocol stack and the required protocol translation for a WebRTC IMS Client, where the WebRTC Data Channel stack is not used in IMS core network or towards the peer. The transport protocol that the IMS-AGW applies on the remote side (marked X in the figure) depends on the application protocol. For MSRP and BFCP X=TCP, for T.140 X=RTP/UDP, and for T.38 X=UDPTL/UDP. In general, the IMS-AGW will forward the application protocol messages transparently. The only exception is MSRP messages which contain IP address information and therefore needs to be re-written by the IMS-AGW. This can however be avoided if both endpoint support the MSRP CEMA extension [24].
T.140 (real-time text) and T.38 (fax) are included here for sake of completeness. These are legacy protocols and are not expected to be commonly used.
Editor’s Note: The final list of supported application protocols (e.g., MSRP, BFCP, T.140, and T.38) is to be decided by CT groups.


Figure N.3.1-1: Protocol stack for WebRTC IMS Client (WIC) Data Channels
Figures N.3.1-2 and N.3.1-3 are based on TS 23.228 [3] and show two examples of the protocol stack used by DCMTSI [35] Clients. Figure N3.1-2 shows a protocol stack for the HTTP proxy configuration mode for the Bootstrap Data Channel or Application Data Channel in case MF is anchoring DTLS.



[bookmark: _Hlk134616601]Figure N.3.1-2: Protocol stack for the HTTP Proxy mode IMS bootstrap data channels (TS 23.228[3])
Figure N.3.1-3 shows protocol stack for the UDP proxy configuration mode for the Application Data Channel case, providing a Person2Application/Application2Person/Person2Person Data Channel Application.


Figure N.3.1-3: Protocol stack for the UDP Proxy ModeP2P/P2A/A2P IMS application data channels without MF (TS 23.228[3])
Apart from the aforementioned modes, TS 23.228 [3], Annex AC.6, specifies another mode, the DC Application Proxy for network initiated P2P Application Data Channels as in Figure N.3.1-X0 below. 
Editor's Note:	This mode does not apply for UE initiated Application Data Channels. This part of the specification is to be updated after this mode is clarified in TS 23.228 


[bookmark: _CRFigureAC_63]Figure N.3.1-X0: Protocol stack for the DC Application Proxy (TS 23.228[3])
For roaming scenarios and for deployments where decrypted CC is required by regulation in case of S8HR/N9HR, if the UE attempts to setup an IMS P2A/P2A2P/P2P Data Channel media, then this media setup shall be rejected by the network. 
NOTE X:	The only way to realize integrity protected IMS Data Channel communication between a roaming UE and the HPLMN in the context of the S8HR/N9HR scenarios, is for the roaming UEs to support NULL ciphering, i.e. integrity-only (D)TLS ciphers. According to 3GPP specifications, DTLS 1.3 is recommended since Rel-19, NULL ciphers are NOT supported for DTLS 1.3 and are NOT recommended in DTLS 1.2.
For non-roaming scenarios and for certain jurisdictions where Lawful Interception (LI) of decrypted media is required and for certain cases of deployments where there is no MF, the interception can take place in the IMS-AGW and TrGW. 
Therefore the IMS-AGW/TrGW shall support split DTLS in order to allow for LI interception of the decrypted Content of Communication (CC) at the IMS-AGW/TrGW as shown in the Figure N.3.1-X1. 


Figure N3.1-X1: IMS-AGW / TrGW acting as "DTLS Proxy"

[bookmark: _MON_1816549821]*** END OF CHANGES ***
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