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Comments
This contribution addresses Key Issue #3 (Protection of information) in AIoT device initiated AIoT NAS procedures (e.g., AIoT NAS data transfer and registration update described in TR 23.700-30 [2]). The protection of AIoT NAS data transfer message relies on a session key (KAIoT session) that is temporarily derived based on the AIoT device root key and device freshness parameter. This session key enables the network to verify the integrity of the received message. Upon successful verification, ADM/CH derives a new session key (KAIoT session’) based on the AIoT device root key along with freshness parameters contributed by both the AIoT device and network. This newly derived session key is then provided to the AIOTF to protect the corresponding AIoT NAS data transfer acknowledgement message.

Proposed Changes
[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc214976938][bookmark: _Toc102752610][bookmark: _Toc207641891]5.X	Solution #X: Protection of AIoT device initiated AIoT NAS procedure for DO-A capable devices
[bookmark: _Toc214976939]5.X.1	Introduction
This solution addresses Key Issue #3 (Protection of information) in AIoT device initiated AIoT NAS procedures (e.g., AIoT NAS data transfer and registration update described in TR 23.700-30 [2]). The protection of AIoT NAS data transfer message uses a session key (KAIoT session) that is derived based on the AIoT device root key and device freshness parameter. This session key enables the network to verify the integrity of the received message. Upon successful verification, ADM/CH derives a new session key (KAIoT session’) based on the AIoT device root key and freshness parameters generated by both the AIoT device and network. The new session key is then provided to the AIOTF to protect the corresponding AIoT NAS data transfer acknowledgement message.
Editor’s Note: Potential impacts on the support of the protection mechanism based on a new authentication mechanism in UICC is FFS if it is considered as public network deployment. 

[bookmark: _Toc214976940]5.X.2	Solution details


Figure 5.X.2-1:  Protection of AIoT data transfer procedure for DO-A capable devices
1.	When an AIoT device initiates a DO-A data transmission, it constructs the AIoT NAS data transfer message containing the device identification information, RANDAIoT device in addition to DO-A data. The message is protected based on the KAIoT session, which is derived based on KAIoT root and the RANDAIoT device. Then, the AIoT device sends the protected message to the network.
Editor’s Note: replay of AIoT NAS data transfer message is FFS.
Note x: All keys and auth token generation is performed using Key Derivation Function (KDF) as specified in TS 33.220 [x].
NOTE N1: The proposed protection mechanism applies to any AIoT NAS procedures that are initiated by DO-A capable AIoT devices after initial registration. 
2.	Upon receipt of the message, ADM/CH derives KAIoT session in the same way as AIoT device did in step 1 and processes the message. If the message processing is successful, the ADM/CH derives KAIoT session’ based on KAIoT root, RANDAIoT device, and newly generated RANDAIoT network.
3.	The ADM/CH provides KAIoT session’, RANDAIoT network, and DO-A data to the AIOTF.

4.	The AIOTF constructs the AIoT NAS data transfer acknowledgement message and protects it based on the KAIoT session’.
5.	The AIOTF sends the protected AIoT NAS data transfer acknowledgement message to the AIoT device.
6.	AIoT device derives KAIoT session’ in the same way as ADM/CH did in step 2, and processes the received message based on the KAIoT session’. 
Editor’s Note: Motivation to use random number as freshness parameter instead of a counter is FFS.
Editor’s Note: Motivation to not maintain the device security context in AIoT device is FFS.
[bookmark: _Toc214976942]5.X.3	Evaluation
TBD.
* * * * End of first change * * * *
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5. AIoT NAS data transfer acknowledgement
(RANDAIoT network, MAC )
6a. Derive KAIoT session’. 
6b. Process the message using KAIoT session’.
2a. Derive KAIoT session based on KAIoT root and RANDAIoT device . 
2b. Process the message based on KAIoT session.
2c. If successful,  derive KAIoT session’ based on KAIoT root and RANDAIoT device, and RANDAIoT network
1. AIoT NAS data transfer 
(Device identification information, RANDAIoT device, DO-A data, MAC)
3. AIoT NAS data transfer acknowledgement
(KAIoT session’, RANDAIoT network , DO-A data)
4. Construct and protect message using KAIoT session’.
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