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Comments
This contribution addresses Key Issue #2 (Authentication for AIoT devices) and Keey Issue #4 (AIoT device ID protection) by defining the authentication procedure when a DO‑A capable AIoT device autonomously initiates the registration. The proposed solution follows the similar design principles to the authentication procedure defined for inventory and command procedure specified in TS 33.369, ensuring consistency across AIoT security mechanisms while minimizing device-side complexity and power consumption.

Proposed Changes
[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc214976938][bookmark: _Toc102752610][bookmark: _Toc207641891]5.X	Solution #X: Authentication procedure for DO-A capable AIoT devices
[bookmark: _Toc214976939]5.X.1	Introduction
This solution addresses Key Issue #2 (Authentication for AIoT devices) and Key Issue #4 (AIOT device ID protection) by defining the authentication procedure when a DO‑A capable AIoT device autonomously initiates the registration. The proposed solution follows the similar design principles to the authentication procedure defined for inventory and command procedure specified in TS 33.369, ensuring consistency across AIoT security mechanisms while minimizing device-side complexity and power consumption.
Editor’s Note: Whether the solution can be used in a public network is FFS.
Editor’s Note: Potential impacts on the support of this new authentication mechanism in UICC is FFS if it is considered as public network deployment. 
[bookmark: _Toc214976940]5.X.2	Solution details


Figure 5.X.2-1:  Authentication procedure during initial registration
1.	AIoT device initiates an initial registration by sending a AIoT NAS Registration Request message. This message includes the device registration ID (R-ID), auth token, and RANDAIoT device. The auth token is generated using a KAIoT auth, R-ID, and additional parameters included in the message. An optional indicator may be included to explicitly indicate the message is for initial registration request. The KAIoT auth is derived from KAIoT root (i.e., AIoT device root key) and RANDAIoT device.
Editor’s Note: Additional parameters based on SA2 procedure is FFS.
Editor’s Note: The details of initial R-ID is FFS.
Note x: All keys and auth token generation is performed using Key Derivation Function (KDF) as specified in TS 33.220 [x].
2.	AIOTF sends an Authentication request to ADM/CH with all information included in the AIoT NAS Registration Request message. 
3.	ADM/CH retrieves the AIoT device permanent ID and KAIoT root associated to the R-ID. Then, it generates an auth token in the same way as the AIoT device did in step 1 and performs device authentication by checking if the generated auth token matches with the received auth token. If the device authentication is successful, ADM/CH generates RANDAIoT network and derives KAIOT session based on KAIoT root, RANDAIoT device and RANDAIoT network. It also generates a new device registration ID (R-IDnew) for future registration. The R-IDnew is stored at ADM/CH to identify the AIoT device in the next registration.  
4.	ADM/CH replies with an Authentication response containing KAIOT session and RANDAIoT network, R-IDnew.
5.	AIOTF protects integrity and confidentiality of a AIoT NAS Registration Accept message containing RANDAIoT network and R-IDnew using the KAIOT session. Then, the AIOTF sends the protected message to the AIoT device. 
6.	AIoT device derives KAIOT session in the same way as ADM did in step 3 and processes the protected message using the KAIOT session. The AIoT device authenticates the network by checking the integrity of the received message.
7.	The AIoT device can optionally send a AIoT NAS Registration Complete message that is protected based on the KAIOT session, e.g., if requested by the network to prevent replay of the AIoT NAS Registration Request message.
8.	AIOTF processes the received message based on the KAIOT session.

[bookmark: _Toc214976942]5.X.3	Evaluation
TBD.
* * * * End of first change * * * *
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