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Comments
There is a need to define some terms for TR 33.771 to ensure that it is clear what is meant by standalone. This was not easy to do as the meaning of existing text was not always clear, e.g., whether text is referring to AEAD in general or a particular one of NCA4/5/6. Hence this document proposes to add some terms to the specification to clarify the term standalone. Some changes are made in clauses 4 and 5.1.1 to align with these new terms. It is suggested that delegates review their solution and see if the clarity could be improved by aligning with these new terms (if the terms are accepted).

* * * First Change * * * *
[bookmark: _Toc211866785][bookmark: _Toc214964832][bookmark: _Toc214972429][bookmark: _Toc214974725][bookmark: _Toc211866787][bookmark: _Toc211867867]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.
[2]	3GPP TS 35.240 Specification of the Snow 5G based 256-bits algorithm set: specification of the 256-NEA4 encryption, the 256-NIA4 integrity, and the 256-NCA4 authenticated encryption algorithm for 5G; Document 1: algorithm specification
[3]	3GPP TS 35.243 Specification of the AES based 256-bits algorithm set: Specification of the 256-NEA5 encryption, the 256-NIA5 integrity, and the 256-NCA5 authenticated encryption algorithm for 5G; Document 1: algorithm specification
[4]	3GPP TS 35.246 Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G; Document 1: algorithm specification
[5]	3GPP TS 33.501: “Security architecture and procedures for 5G System”.
[6]	RFC 5116, “Authenticated Encryption with Associated Data”
[7]	3GPP TR 33.801-01: “Study on Security for the 6G System”.

* * * Next Change * * * *
3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
ExampleCiphering only algorithm: a 256-bit algorithms that provides only ciphering, i.e., NEA4/5/6 (see TS 35.340 [2], TS 35.243 [3] and TS 35.246 [4]).
Combined mode algorithm: An AEAD 256-bit algorithm that can provide both ciphering and integrity protection together, i.e., one of NCA4/5/6 (see TS 35.340 [2], TS 35.243 [3] and TS 35.246 [4]). 
NOTE: Whether the combined mode algorithms can be used to provide just integrity protection or ciphering can be considered as part of the study.
Integrity only algorithm: a 256-bit algorithms that provides only integrity protection, i.e., one of NIA4/5/6 (see TS 35.340 [2], TS 35.243 [3] and TS 35.246 [4]).
Standalone algorithm: text used to clarify abstract rules by applying them literally. An integrity only algorithm or a  ciphering only algorithm. 
* * * Next Change * * * *
[bookmark: _Toc211866789][bookmark: _Toc214964836][bookmark: _Toc214972433][bookmark: _Toc214974729]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAD					Authenticated Additional Data
AEAD					Authenticated Encryption with Associated Data (see RFC 5116 [6] for more details)
AKA					Authentication and Key Agreement
AMF					Access and Mobility Management
AS SMC				Access Stratum Security Mode Command
NAS SMC			Non-Access Stratum Security Mode Command
RAN 					Radio Access Network
	TMSI					Temporary Mobile Subscriber Identity
UE						User Equipment
USIM					Universal Subscriber Identity Module

[bookmark: _Hlk221679473]* * * Next Change * * * *
[bookmark: _Toc211866790][bookmark: _Toc214964837][bookmark: _Toc214972434][bookmark: _Toc214974730]4	Overview and assumption
Editor’s Note: This clause gives a brief explanation for background information of this SID, e.g. security assumption, existing algorithm specifications and a brief description of AEAD.
The solution of present document does not cover architecture dependent procedure aspects, such as Xn handover, but will cover architecture independent procedure, such as NAS and AS SMC. Therefore, the objective of present document is to conclude general solutions to enable AEAD support algorithms in NAS and AS. Based on the conclusion made in this document (e.g., enhancement for NAS SMC or AS SMC and interface for AEAD algorithms), TR 33.801-01 [7] can develop AEAD related solutions for SA/RAN dependent procedure in its security areas, e.g. develop solutions in key issue security algorithm negotiation in security areas of RAN security or UE to Core Network Security.
One of the main issues in the consideration of supporting AEAD algorithms is whether to use AEAD only (e.g.  the combined mode algorithm only) or AEAD-standalone co-existence (e.g. some combination of combined mode algorithms and standalone algorithms) for applying ciphering and integrity protection. The discussion on pros and cons for the above choices choosing AEAD only or AEAD-standalone co-existence is expected after analysing different aspects.
Editor’s Note:	Definition for AEAD-standalone co-existence is ffs.
* * * Next Change * * * *
[bookmark: _Toc207810315][bookmark: _Toc211866793][bookmark: _Toc214964840][bookmark: _Toc214972437][bookmark: _Toc214974733]5.1.1	Key issue details
The current 5G System uses dedicated algorithms for encryption (NEA0, 128-NEA1, 128-NEA2, 128-NEA3) and integrity protection (NIA0, 128-NIA1, 128-NIA2, 128-NIA3) which are selected independently. This means a given session may use the same or different algorithms for encryption and integrity protection (including NULL), on both AS and NAS layer. Even when using AEAD algorithms that combine encryption and integrity protection, the option to select the NULL algorithm may still be required to signal the use of encryption only or integrity protection only. 
Having to support both dedicated encryption and integrity protection algorithms and combined algorithms may complicate implementations without a tangible security benefit. Additionally, providing encryption and integrity protection with a single AEAD algorithm may be preferable in terms of performance to running the dedicated algorithms twice.
Depending on the security policy or scenario, AEAD can provide following protections can be needed:
1. Encryption,
1. Integrity protection or
1. Encryption and integrity protection.
When negotiating the AEAD use of an algorithm, it can also be necessary to decide which protections are required.
The key issue is to study following:
[bookmark: _Hlk213341874] - whether AEAD algorithm only is sufficient or AEAD and standalone algorithms are required, and
 - how to enhance algorithm selection for to account for the use of AEAD algorithms and their protections.
* * * Next Change * * * *
6.4	Solution 4: AEAD Algorithm negotiation
[bookmark: _Toc214972467][bookmark: _Toc214974763]6.4.1	Introduction
This solution addresses the key issue #1. The solution lists possible AEAD algorithm negotiation for both AEAD-only and AEAD and& standalone options.
[bookmark: _Toc214972468][bookmark: _Toc214974764]6.4.2	Solution details
UE sends UE 6G Security capabilities to the network entity.
The network entity select AEAD algorithm based on the UE 6G Security capabilities and algorithm priority list.
AEAD-only:
The UE 6G Security capabilities only include NCA algorithms, i.e. NCA4, NCA5, NCA6.
The selected AEAD algorithm (e.g. NCA4) is indicated to the UE.
AEAD and& standalone:
The UE 6G Security capabilities include NIA and NEA algorithms, e.g. NIA4, NEA4, NIA5, NEA5. Once the UE supports both NIA and NEA for the same algorithm, it means that the UE also supports related NCA. For example, if the UE support both NIA4 and NEA4, it implies that UE also supports NCA4.
Editor’s Note:	For case that UE supports both NIA and NEA for the same algorithm, but does not support the related NCA is ffs.
Editor’s Note:	For AEAD & standalone algorithms, whether signaling NCA algorithms as UE security capability is sufficient is ffs.
The selected AEAD algorithm (e.g. NCA4) is indicated to the UE.
For both options: 
In case that signalling encryption is not activated (e.g. NAS encryption is not activated), an additional indication is indicated to the UE by the network side along with the selected AEAD algorithm. Upon receiving the indication, the UE uses AEAD algorithm to integrity protect the message only.
* * * Next Change * * * *
[bookmark: _Toc211866813][bookmark: _Toc214964904][bookmark: _Toc214972505][bookmark: _Toc214974801]A.1 	Protection provided by AEAD
The key characteristic of Authenticated Encryption (AE) is that ciphering, and integrity protection are executed in a combined operation. This way, data encryption and authentication can ideally be provided in a single pass. Authenticated Encryption with Associated Data (AEAD) additionally allows for input that is authenticated, but not encrypted. This can be leveraged in use cases where solely data integrity is required while the plain text remains visible for processing.
Additionally, AEAD algorithms allow selective ciphering and integrity protection as needed. If only ciphering is required, it may be possible depending on the AEAD algorithm to only output the ciphertext. If only integrity protection is required, all input data can be processed as associated data. Finally, it is also possible to combine both approaches and provide ciphering and integrity protection for one part of a message while another part is only integrity protected (e.g., because certain message contents need to be accessible in plain text).
The 256-bit cryptographic algorithms specified in TS 35.240 [2], TS 35.243 [3] and TS 35.246 [4] are all based on AEAD1, which also allows for confidentiality protection, integrity protection, and a combined AEAD mode.
Table A.1-1: List of 256-bit cryptographic algorithms
	
	Cryptographic algorithm

	
	Snow 5G
	AES-256
	ZUC-256

	Operating mode
	Confidentiality 
	256-NEA4
	256-NEA5
	256-NEA6

	
	Integrity
	256-NIA4
	256-NIA5
	256-NIA6

	
	Authenticated Encryption with Associated Data (AEAD)Combined 
	256-NCA4
	256-NCA5
	256-NCA6



* * * End of Changes * * * *

