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Comments
In TR 23.801-01 for the study of 6G architecture, the study on integration of Sensing and Communication over 3GPP access, considering the sensing modes to be supported and other sources of sensing data is one of the work tasks. 
In TR 38.914 for the study on 6G scenarios and requirements, it is documented that the 6GR and 6G RAN architecture should at least support use cases of detection and/or tracking of passive objects, including at least UAVs, human, vehicles and Automated Guided Vehicles. In the moderator's summary for the Study on 6G Radio, it was endorsed that 6GR should study different sensing modes.
According to TR 33.777, the scope of 5GA sensing security only focuses on the security aspects of gNB-based sensing for aerial object sensing use cases. It means that the sensing objects (including human, vehicles and Automated Guided Vehicle) agreed in TR 38.914 and the sensing modes endorsed for the Study on 6G Radio, which are not in the scope of TR 33.777, need to be studied in 6G system to support the Study on 6G Radio and the Study 6G Architecture.
Based on above analysis, this contribution proposes a new security area on sensing security and privacy to be added in TR 33.801-01.
* * * First Change * * * *
[bookmark: _Toc214824653][bookmark: _Toc215057315]4	Security areas and high level security requirements
[bookmark: _Toc214824654][bookmark: _Toc215057316]4.1	Security areas  
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. 
This document includes the following security areas: 
1. Security Architecture deals with aspects such as identifying the different security domains and their characteristics, defining the different security functions, etc.
2. RAN security deals with the security aspects of 3GPP access network, e.g., RAN architecture, protocol stack, interfaces, procedures, interaction with UEs.
3. UE to Core Network Security deals with the UE to Core Network communication security. e.g., management of UE and network NAS security contexts, the associated key hierarchy, key derivation and key usage in the 6G System.
4. Core Network Security TBD
5. [bookmark: _Hlk210571792]Subscription Authentication and Authorization deals with different aspects of authentication, authorization and related privacy aspects (i.e. subscriber identifier privacy) for UEs accessing 6G network regardless of access type (i.e., 3GPP access and/or non-3GPP access). 
6. Exposure Security deals with security and privacy aspects of 3GPP network exposure.  
X	Sensing Security and Privacy deals with the security and privacy protection for integration of Sensing and Communication considering more use cases, different sensing modes and multiple sources of sensing data.
* * * Next Change * * * *
[bookmark: _Toc448754535][bookmark: _Toc214824690][bookmark: _Toc215057373][bookmark: _Toc442563414][bookmark: _Toc442884023][bookmark: _Toc445244977][bookmark: _Toc445245104][bookmark: _Toc445247580]5.x	Security area #x: <security area name>Sensing security and privacy 
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
[bookmark: _Toc448754536][bookmark: _Toc214824691][bookmark: _Toc215057374]5.x.1	Introduction 
Editor's Note: Detailed description of the security area 
[bookmark: _Toc448754537][bookmark: _Toc214824692][bookmark: _Toc215057375]
This security area studies how 6G system provides security and privacy protection for integration of Sensing and Communication by addressing the following aspects:
· more use cases of detection and/or tracking of passive objects agreed in TR 38.914 [2]; 
· different sensing modes covering RAN node and UE operating as 3GPP Sensing Entities supported in TR 23.801-01 [4]; 
· multiple sources of sensing data introduced in TR 23.801-01 [4]. 
Editor's Note: more aspects are FFS. 
* * * Next Change * * * *
[bookmark: _Toc214824648][bookmark: _Toc215057310]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[3] 	3GPP TR 38.760-2: “Study on 6G Radio RAN2 aspects”.
[4] 	3GPP TR 23.801-01: “Study on Architecture for 6G System”.
[5] 	3GPP TR 33.771: “Study on supporting AEAD algorithms”.
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* * * End of Changes * * * *

