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Comments
This solution proposes to add the evaluation of solution #5.

* * * First Change * * * *
[bookmark: _Toc214915473]6.5	Solution #5: Protection for NAS message of authenticated UE in split-MME architecture
[bookmark: _Toc214915474]6.5.1	Introduction
This solution is proposed to address Key Issue #1, providing a protection method for exchanging the NAS message in the Store and Forward satellite operations.
As specified in TS 33.401 [3], the NAS security is terminated on the MME-onboard, and the ground segment of the network ensures that the latest NAS security context of the UE is available at the MME-onboard. When multiple satellites are involved in the Store and Forward satellite operation, the NAS COUNTs should be synchronized to mitigate the replay attack. 
This solution proposes that NAS COUNTs are maintained and managed by the UE and MME-ground. When a DL NAS message of authenticated UE is received, the MME-ground is responsible for selecting the MME on-board based on the coverage availability information. As defined in TS 23.401 [2], the satellite coverage availability information provisioned to the MME describes when and where satellite coverage with both service link and feeder link connectivity is expected or not expected to be available in an area. By using the coverage availability information, this solution assumes that the UE can receive the DL NAS messages from MME on-board(s) in sequence.
In other words, the MME-ground selects the MME on-board that will be available to the UE earliest. For the selected MME on-board, the MME-ground provides the value of DL NAS COUNT together with the DL NAS signaling. Since the selection is based on the coverage availability information, the MME on-board(s) will be available for UE in sequence and the value of DL NAS COUNT will be received in order, which mitigates the replay attack in the Store and Forward satellite operations.
For UL NAS messages of authenticated UE, the UE includes the Satellite ID in the UL NAS signalling, then uses the NAS security keys to protect the UL NAS signalling, including the Satellite ID. Once receiving the NAS signalling, the MME on-board verifies the integrity by using the NAS security key. If the verification is successful, the MME on-board further checks whether the received Satellite ID is associated with the onboard satellite. By checking the Satellite ID, the replay attack (i.e., resend the protected NAS signaling to another MME on-board) can be detected. 
[bookmark: _Toc214915475]6.5.2	Solution details
[bookmark: _Toc214915476]6.5.2.1 DL NAS signalling protection


Figure 6.5.2-1: Protection for DL NAS messages of authenticated UE
0. The UE and MME-ground hold the latest NAS COUNTs, including the UL NAS COUNT and DL NAS COUNT.
At Time 1:
1. The MME-ground receives the DL NAS signaling #1 of the authenticated UE from another EPS NF.
2. Based on the coverage availability information, the MME-ground selects one of the MME on-board(s) (e.g. MME on-board the SAT1) to transmit the DL NAS signaling #1.
3. The MME-ground sends the DL NAS signaling #1 together with the latest value of DL NAS COUNT (e.g. DL NAS COUNT #1), and increases the DL NAS COUNT by one.
If the service link is not available, the MME on-board the SAT1 stores the DL NAS COUNT #1 together with the DL NAS signaling #1.
At Time 2:
4. The MME-ground receives the DL NAS signaling #2 of the authenticated UE from another EPS NF.
5. Based on the coverage availability information, the MME-ground selects one of the MME on-board(s) (e.g. MME on-board the SAT2) to transmit the DL NAS signaling #1.
6. The MME-ground sends the DL NAS signaling #2 together with the latest value of DL NAS COUNT (e.g. DL NAS COUNT #2), and increases the DL NAS COUNT by one.
If the service link is not available, the MME on-board the SAT2 stores the DL NAS COUNT #2 together with the DL NAS signaling #2.
At Time 3 and Time 4, the UE can receive the protected DL NAS message in sequence.
7. Once the service link becomes available (Time 3), the MME on-board the SAT1 generates the integrity-protected and confidentiality-protected NAS signaling #1 and sends it to the UE.
NOTE 1:	Time 3 may happen before Time 2. In this case, Step #7 is performed before Steps #4-6.
8. Once the service link becomes available (Time 4), the MME on-board the SAT2 generates the integrity-protected and confidentiality-protected NAS signaling #2 and sends it to the UE.
Editor’s Note: How to deal with a scenario where DL NAS messages are delivered out-of-order is FFS.
Editor’s Note: The establishment of AS security in this solution is FFS.
[bookmark: _Toc214915477]6.5.2.2	UL NAS signalling protection
In the split-MME architecture, the UE includes the Satellite ID in the UL NAS signalling, then uses the NAS security keys to protect the UL NAS signalling, including the Satellite ID. 
Once receiving the NAS signalling, the MME on-board verifies the integrity by using the NAS security key. If the verification is successful, the MME on-board further checks whether the received Satellite ID is associated with the onboard satellite. If the received Satellite ID matches with the identifier of satellite hosting the MME on-board, the MME on-board stores the UL NAS DATA and updates the local stored UE NAS context (i.e., increases the UL NAS COUNT). Otherwise, the MME on-board discards this NAS signalling.
[bookmark: _Toc214915478]6.5.3	Evaluation
This solution addresses the security requirements of Key Issue #1.
For the protection of DL NAS messages, the coverage availability information is used by the MME-ground for selecting the MME on-board. By using the coverage availability information, this solution assumes that the UE can receive the DL NAS messages from MME on-board(s) in sequence. If DL NAS messages are delivered out-of-order and security verification fails, the UE can send a failure report message to the MME on-board to provide the DL NAS overflow counter. By re-constructing the DL NAS COUNT, the MME on-board can perform the integrity and confidentiality protection and resend the protected DL NAS message. 
For the protection of UL NAS messages, the Satellite ID is included in the NAS signalling and protected by the NAS security keys. 
This solution is aligned with the security mechanism defined in Annex N of TS 33.401 [3] and UE security handling for EPS systems.
The DL NAS COUNT is synchronized after the UE detects that the DL NAS message verification has failed and sends the failure report message.
Editor’s Note: Further evaluation is FFS.
* * * End of Changes * * * *
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