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Comments
The following document aims to address the Editor’s Note and provide a conclusion of Solution 1.5
* * * First Change * * * *
[bookmark: _Toc214979499]6.1.5 	Solution #1.5: authorize sensing service request using OAuth-based authorization mechanism
[bookmark: _Toc214979500]6.1.5.1	Introduction 
The solution addresses KI#1 to authorize sensing service request from the sensing service consumer
Key issues related to System Architecture to Support Sensing, Authorization and Revocation to Support Sensing Service, and Sensing Result Exposure are studied in TR 23.700-14 [2]. Based on solutions for those KIs, a sensing service consumer may access sensing service from sensing function  indirectly via NEF. For example, if the sensing service consumer is external AF, it accesses the sensing function through NEF. The sensing service request may trigger operation or revocation of sensing on specific object in specific area at specific accuracy level during specific time, or subscribe to specific sensing result. Sensing service authorization polices are defined in some solutions, and local policies-based authorization is also discussed in some solutions. 
If the sensing service consumer is external AF, as specified in clause 12 of TS 33.501 [5], the NEF shall authorize the requests from AF using OAuth-based authorization mechanism, the specific authorization mechanisms shall follow the provisions given in RFC 6749 [8]. When the NEF supports CAPIF for external exposure as specified in clause 6.2.5.1 in TS 23.501[9], then CAPIF core function shall choose the appropriate CAPIF-2e security method as defined in the sub-clause 6.5.2 in TS 33.122[10] for mutual authentication and protection of the NEF – AF interface.
If the sensing service consumer is an AF inside the operator’s domain, according to clause 13 of TS 33.501 [5] and clause 6.2.10 of TS 23.501, OAuth 2.0 based authorization is reused. Static authorization is based on local authorization policy at the SF and can be used when token-based authorization is not used. 
In general, OAuth 2.0 based authorization can be reused to authorize sensing service request from sensing service consumer.
[bookmark: _Toc214979501]6.1.5.2	Solution details
[bookmark: _Toc214979502]6.1.5.2.1 	Sensing service consumer is an AF inside the trusted domain


Precondition:
· OAM provisions sensing authorization policies in NRF enabling which sensing consumers are allowed to access / trigger what type of sensing operation on which kind of object in which area at which time with what level of accuracy.
· SF registers to NRF with NF profile including supporting sensing objects, sensing area, sensing accuracy, etc.
· AF registers to NRF with profile including NF/AF Id, type, location, etc.
1. AF sends request to NRF to discover potential sensing functions for the required sensing service.
2. AF sends Access token request for Sensing Service (e.g. sensing service type, sensing service area, sensing duration, sensing quality of service requirements)
[bookmark: _Hlk213669072]3. NRF Authorizes the request based on the required sensing service, area, duration, accuracy, sensing consumer profile and preconfigured policies, etc.
4. NRF sends Access Token response including sensing related claims
5. AF sends sensing service request to a discovered SF with access token got in step 4
6-8. SF validates the token, triggers sensing operation and sends response to the AF.  
[bookmark: _Toc214979503]6.1.5.2.2 Sensing service consumer is external AF


Precondition:
· OAM may provision operation access control policies and sensing authorization policies in NEF, enabling which AFs are allowed to access what type of sensing operation on which kind of object in which area at which time with what level of accuracy.
· SF registers to NRF with NF profile including supporting sensing objects, sensing area, sensing accuracy, etc.
1. SSC sends Sensing Service Request (e.g. sensing service type, sensing service area, sensing duration, sensing quality of service requirements), with the access token obtained from the Authorization Server.
NOTE: if CAPIF is supported, the token will be generated by CCF, which will be aware of the sensing policies.
2-4. If the information in the access token is not sufficient to authorize the request, NEF retrieves detail sensing authorization polices from other sensing specific policy function, and retrieve sensing services registered to NRF, and authorizes the request based on the required sensing service against available sensing services got from NRF, sensing consumer information, operation access control policies and sensing authorization policies.
5-6. NEF discovers a SF based on the request and forwards the sensing service request to the SF, and sends response to the SSC.
NOTE: NEF follows existing discovery and authorization procedure defined in TS 23.502 and 33.501 [5] to discover and access the SF.
7. SF triggers sensing operation.    
[bookmark: _Toc214979504]6.1.5.3	Evaluation
The solutions address the requirements of KI#1 when the AF is either external or internal. Both options leverage existing mechanisms, like mTLS for the authentication purposes, but differ on the authorization aspect:
· When the AF is internal, the solution proposes to enhance the OAuth2.0 framework to support sensing policies as part of the token scope. The impact is limited to NRF, that is required to understand sensing request and convey the respective authorization inside the scope of the token.
Editor's Note: Whether leveraging OAuth for internal AF is inline with SA2 is ffs. 
· When the AF is external, the solution enhances NEF, which is aware of the authorization policies (either by configuration or by retrieving them from another NF) and enforce them before forwarding the request to SF.
Editor's Note: Whether the solution for external AF is in line with SA2 is ffs.
The solutions impact, either NEF or NRF to act as authorization enforcing points to ensure that only authorized requests are allowed to SF.Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.



* * * End of Changes * * * *
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