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Comments
Based on the discussion in SA2 on whether to use direct or indirect interface between the sensing entity and the sensing function, a new solution is proposed. In particular, the solution addresses end-2-end security. For the configuration process it leverages the indirect interface between SF and SE over AMF. Independently, for sensing data reporting it leverages a direct interface secured through already existing mechanism.

* * * First Change * * * *
[bookmark: _Toc207652213][bookmark: _Toc214979527][bookmark: _Toc204948592][bookmark: _Toc204948719][bookmark: _Toc205541432][bookmark: _Toc107843137]6.2.Y 	Solution #2.Y: Protect communication between sensing function and entity
[bookmark: _Toc207652214]6.2.Y.1	Introduction 
Editor's Note: weather the solution aligns with SA2 Architecture is ffs.
The solution addresses KI#2 to protect sensing operation and sensing data between sensing function and sensing entity
Key issues related to System Architecture to Support Sensing, Sensing Entity Discovery and (Re-)Selection, Sensing Data and the Associated Information Collection and Transport, and Configuration of Parameters for Sensing Entities are studied in TR 23.700-14. Based on solutions for those KIs, the sensing function and sensing entity may connect directly or indirectly, via control plane, user plane or dedicated data plane. The sensing entity may register its property and capability to sensing function, and the sensing function selects one or more sensing entity for sensing operation based on sensing service request and property and capability of the sensing entities. Based on configuration from the sensing function, the sensing entity may report collected sensing data to one or more sensing functions which can be same or different to the sensing function triggering the sensing operation on the sensing entity. The sensing data may be included in the response of sensing operation configuration, or sent in an independent report after sensing operation configuration. gNB is sensing entity in this release.
If sensing entity and sensing function connect indirectly via control plane, according to clauses 9 and 13 of TS 33.501, Security mechanisms for the N2 interface shall be supported between sensing entity and AMF, and SBI security shall be supported between AMF and sensing function.
This solution proposes end to end protection of sensing operation configuration and sensing data reporting based on sensing architecture and procedures defined in TR 23.700-14. 

[bookmark: _Toc207652215]6.2.Y.2	Solution details
Regardless of connection mode, hop by hop protection between SF&AMF and between AMF&SE is used to exchange capabilities and properties of sensing entity and sensing function, including security capabilities and properties, then enable end to end protection between sensing entity and sensing function for sensing data reporting.



Precondition:
· Mutual authentication and protection between gNB and AMF based on security mechanisms for the N2 interface defined in TS 33.501.
· Mutual authentication and protection between AMF and sensing function, and between SFs, based on security mechanisms for SBI defined in TS 33.501.
1. gNB sends NG setup request to AMF, besides existing parameters, the request includes sensing related gNB properties such as supporting sensing service, area, duration, accuracy, and security related attributes such as security capabilities.
2. AMF registers the sensing capable gNB to sensing function, with the gNB profile including sensing related properties, gNB Id, and security capabilities of the gNB.
3. Sensing function sends registration response to AMF which including Id of the SF and agreed security protocol.
4. AMF sends NG setup response to gNB which including SF Id and cert of the SF and agreed security protocol.
5-6. After receiving sensing service request from a SSC, the sensing function selects gNB based on sensing service request and gNB profile. Optionally, the SF may select another SF, e.g. SF’, to receive the sensing report from gNB.
7. SF sends sensing operation request to the gNB. 
8. gNB performs sensing operation and collect the sensing data.
9. If different connection is used to report sensing data, gNB establish secure connection towards SF’.
10. After authenticating SF’ and built secure connection with the SF’, gNB sends the sensing data to the SF’ via secure connection.
11. SF’ authorize the reporting of the sensing data against the local policies and process them.
[bookmark: _Toc207652216]6.2.Y.3	Evaluation



Editor's Note: evaluation is ffs.

* * * End of Changes * * * *

image1.emf
SF SE (gNB)

 7. Send sensing operation request via 

secured connection

AMF

 secure the connection via IPSec or DTLS

4. NG setup response

SSC

1. NG setup 

2. Register the sensing capable gNB 

3. Registration response 

5. Sensing service request

SF¶

6. Select gNB 

9. Build secure connection based on security information exchanged before

 10. Send sensing data

8. Perform sensing operation and 

collect data 

11. Proceed the data 

secure SBI

 7. Send sensing operation request via secured 

connection


Microsoft_Visio_Drawing.vsdx
SF
SE (gNB)
7. Send sensing operation request via secured connection
AMF
secure the connection via IPSec or DTLS
4. NG setup response
SSC
1. NG setup
2. Register the sensing capable gNB
3. Registration response
5. Sensing service request
SF’
6. Select gNB
9. Build secure connection based on security information exchanged before
10. Send sensing data
8. Perform sensing operation and collect data
11. Proceed the data
secure SBI
7. Send sensing operation request via secured connection



