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Comments
The following contribution addressed the EN of the solution and proposes an evaluation of solution #11.
The EN is remove and it is addressed in the evaluation.
Editor’s Note: whether the purpose of the request should also be included in the request is ffs. 
Specifically, the request also includes the intended purpose, as the API Invoker may be authorized to specify multiple purposes within the token, or different purposes might have intrinsic hierarchy. For example, assuming that we can request information for:
1. Required for the operation of the application
2. For internal promotions of the application
3. To be sold outside of the application 
In this scenario, the API Invoker might be permitted to request data for purposes 1 and 2. However, it may not always need to obtain data for internal promotions, so when that is not required, the API Invoker could ask for only the information necessary for normal operations.

* * * First Change * * * *
[bookmark: _Toc180319112][bookmark: _Toc182834196][bookmark: _Toc182834440][bookmark: _Toc182834652][bookmark: _Toc182834865][bookmark: _Toc182835077][bookmark: _Toc182835455][bookmark: _Toc182906535][bookmark: _Toc182906754][bookmark: _Toc188279479][bookmark: _Toc214873264]6.11	Solution #11: Enhancing finer granularity for purpose of information
[bookmark: _Toc180319113][bookmark: _Toc182834197][bookmark: _Toc182834441][bookmark: _Toc182834653][bookmark: _Toc182834866][bookmark: _Toc182835078][bookmark: _Toc182835456][bookmark: _Toc182906536][bookmark: _Toc182906755][bookmark: _Toc188279480][bookmark: _Toc214873265]6.11.1	Introduction
This solution is addressing KI#3 by enhancing authorization mechanism to validate the purpose for retrieving the information. The solution proposes to enhance the already existing mechanisms available in CAPIF ecosystems, i.e., the access token as part of RNAA procedure. 
After authentication between the CCF and the API Invoker, the latter will include the required additional information to CCF during the Access token Request. The API Invoker will include in the scope parameter more authorization details that allow to distinguish. 
When the verification is completed, the CCF will include the authorization details, together with the purpose, into the access token returned to the API Invoker.
The previously provided access token will allow the AEF to correctly authorize, or deny, the request by enhancing the mechanism already available to AEF. 
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[bookmark: _Toc214873267]6.11.2.1 Authorization provisioning



 Pre-requisites:
CAPIF-1e authentication and secure session establishment is performed as specified in subclause 6.3.1 of 33.122. 
1. After successful establishment of TLS session over CAPIF-1e, the API invoker shall send an Access Token Request message to the CAPIF core function with the new details, i.e., including the purpose of the request. 
2. The CAPIF core function shall verify the Access Token Request message, by checking the allowed purpose for the specific API Invoker.
NOTE: it is assumed that CCF is aware of the purposes that the various API will support.
3. The CCF will generate the access token including the purposes for which the API Invoker is allowed to request the data.
4. After establishing the secure session with the AEF, the API Invoker will send the service request to the AEF by including the purpose of requesting the resources.
Editor’s Note: whether the purpose of the request should also be included in the request is ffs. 
5. 6. In addition to traditional checks, AEF will also verify that the purposes included in the token are the same of the one in the service request.  After successful authorization, the AEF will reply with the requested information.
[bookmark: _Toc214873268]6.11.2.2 Revocation procedure
Release 19 defined the procedure to revoke RNAA token. Reusing the same procedure, i.e., sending the access token as part of the Revoke_Authorization service operation, will allow to revoke the purpose specific token.
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The solution has an impact on the API invoker, CCF and AEF. In particular, the first element is required to insert the purpose of its request both during the authorization and the service requests. CCF is impacted because it needs to verify the purpose of the request against its internal knowledge and, if allowed, it will generate a token with the scope inside. Finally, AEF will need to be able to understand the new information in the token and compare it with the one received in the request.
The purpose is required both in the token and in the request to allow the API invoker to reduce the information retrieved with the request, when a broader purpose is not needed.
Editor's Note: Whether the purpose of information is needed in the access token is ffs.
Editor's Note: The assumption on having multiple purposes values in the token is ffs.


* * * End of Changes * * * *

image1.emf
API Invoker CCF AEF

1. Access Token 

(purpose)

2. Check internal 

authorization for 

requested purpose

5. Access Token 

(enhanced accessToken)

6. Service request (purpose, enhanced 

AccessToken)

7. Verify the purpose of 

the request with the one 

in the access token


Microsoft_Visio_Drawing.vsdx
API Invoker
CCF
AEF
1. Access Token (purpose)
2. Check internal authorization for requested purpose
5. Access Token (enhanced accessToken)
6. Service request (purpose, enhanced AccessToken)
8. Service Response ()
7. Verify the purpose of the request with the one in the access token



