

	
3GPP TSG-SA3 Meeting #126	S3-260427-r1
Goa, India, 09 - 13 February 2026	
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.926
	CR
	Draft CR
	rev
	-
	Current version:
	19.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Iiving document to TR 33.926

	
	

	Source to WG:
	Huawei, HiSilicon, MITRE-FFRDC, US National Security Agency, CAICT

	Source to TSG:
	S3

	
	

	Work item code:
	SCAS_5GA
	
	Date:
	2026-02-02

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-20

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	S3-252580
Missing the associated threat relating to two access token verification checks to be done by NF service producer in TS 33.501 clause 13.4.1.1:
1. In the direct communication case, it checks that the NF Instance ID in the subject claim within the access token matches the NF Instance ID in the subjectAltName in the NF Service Consumer's TLS client certificate.
1.  If the CCA is present in the service request, it may verify the CCA as specified in clause 13.3.8.3 and that the subject claim (i.e., the NF Instance Id of the NF Service Consumer) in the access token matches the subject claim in the CCA.
There is an additional threat which belongs in TR 33.926 clause 6.3.3.1 that may occur if the access token subject claims are not verified by the NF service producer. That is, if the subject claim is not verified, then an adversary can replay the access token. This results in access to the services allowed to another NF service consumer, which leads to spoofing identity, elevation of privilege and consequently information disclosure.
S3-252775
A new threat ‘Failure to deregister UE after NSSAA revocation’ was approved by SA3, as shown in S3-212380, but not implemented in the published 33.926. This CR is to re-propose this threat.
S3-254619
This contribution adds a threat for elevation of privilege via faulty verification of access token request input parameters. The accompanying test case is provided in S3-254098.
Without proper verification of an access token request by the NRF, an NF service consumer can either maliciously or inadvertently be granted access to services it is not intended to have.

	
	

	Summary of change:
	S3-252580
Add a threat to clause 6.3.3.1 to cover the case when the subject claims in the access token are not verified. 
S3-252775
Introducing the threat to AMF which was approved but not implemented.

	
	

	Consequences if not approved:
	S3-252580
The threat corresponding to failure to verify subject claims is not documented. NF service producer products are vulnerable to impersonation attacks.
S3-252775
Low quality of SCAS documents.

	
	

	Clauses affected:
	6.3.3.1, C.1.2, C.2.1, C.2.2.2, C.2.2.6, C.2.2.X(new), C.2.2.Y (new), K.2.10.2(new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	The merger of S3-252580, S3-252775, S3-254619，S3-260025




Page 1


**************** START of CHANGES****************
[bookmark: _Toc19783187][bookmark: _Toc26886971][bookmark: _Toc202434711]6.3.3.1	Elevation of privilege via incorrect verification of access tokens
-	Threat name: Incorrect Verification of Access Tokens. 
-	Threat category: Elevation of Privilege, Information Disclosure, Denial of Service, Spoofing Identity.
-	Threat Description: there are following threats if the generic NF cannot correctly verify the access tokens:
-	An access token may be tampered so that an attacker can arbitrarily access any services from any NF service providers within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can arbitrarily access the services of any slices provided by the NF producer instances (excluded from the list of NSSAIs or the list NSI IDs) within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can arbitrarily access the services provided by the NF producer instances outside the NF Set which it is allowed to access within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can arbitrarily access the disallowed resources or conduct disallowed actions on the resources for the services provided by a NF service provider within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can block service access by replacing the granted services/NF service providers with unavailable services/NF service providers, which leads to denial of service.
-	An expired access token can be replayed so that an attacker can access the services which may no longer be allowed by the NF service provider, which leads to elevation of privilege and consequently information disclosure.
-	An access token can be replayed by an attacker to access the services allowed to another NF service consumer, which leads to spoofing identity, and consequently information disclosure.
-	Threatened Asset: NF API data, NF Application, Sufficient processing capacity
NOTE 1:	This SNPNs authorization aspects only apply to UDMs, NRFs and AUSFs in Credentials Holders  Credentials Holder using AUSF and UDM for primary authentication..

*************** The Next Change**************
[bookmark: _Toc19783230][bookmark: _Toc26887014][bookmark: _Toc202434756]C.1.2	Minimum set of functions defining the eNB network product class
As part of the eNB network product, it is expected that the eNB  contains eNB application, a set of running processes (typically more than one) executing the software package for the eNB functions and OAM functions that are specific to the eNB network product model. Functionalities specific to the eNB network product introduce additional threats and/or critical assets as described below. Related security requirements and test cases have been captured in TS 33.216 [20]. 
NOTE:	For the purposes of the present document, this common set is defined to be the list of functions contained in clause 4.1 of  TS 36.300, Release 8 [19] and clause 4.4.1 of  TS 23.401, Release 8 [3]. 
*************** The Next Change**************
[bookmark: _Toc19783232][bookmark: _Toc26887016][bookmark: _Toc202434758]C.2.1	Critical assets
In addition to the critical assets of a GNP  described in clause 5.2 of the present document, the critical assets specific to the eNB to be protected are:
-	eNB Application;
-	Mobility Management data: e.g. subscriber's identities (e.g. IMSI), subscriber keys (i.e. KUPenc, KRRCenc, KRRCint, NH), authentication parameters, address of serving gateway, APN name, data related to mobility management like UE measurements, UE's IP address, etc., QoS and so on, etc. 
-	User plane data
-	The interfaces of eNB to be protected and which are within SCAS scope: for example
-	Uu interface
-	S1 interface
-	X2 interface
-	Console interface, for local access: local interface on eNB
-	OAM interface, for remote access: interface between eNB and OAM system
NOTE 1: 	The detailed interfaces of the eNB class are described in clause 4, Network Product Class Description of the present document.
-	eNB Software: binary code or executable code 
NOTE 2: 	eNB files may be any file owned by a user (root user as well as non root uses), including User account data and credentials, Log data, configuration data, OS files, eNB application, Mobility Management data or eNB Software.
*************** The Next Change**************
[bookmark: _Toc19783235][bookmark: _Toc26887019][bookmark: _Toc202434761]C.2.2.2	Control plane data integrity protection
- Threat name: Control plane data integrity protection
- Threat Category: Tampering data, Denial of Service
- Threat Description: If the eNB does not provide integrity protection for control plane packets on S1/X2/Uu reference points, the control plane packets between eNBs on X2-C and from eNB to MME on S1-MME interface risks being exposed and/or sent over these reference points can be modified. The intruder manipulations on control plane packets will lead to denial of service to legitimate users. This threat scenario assumes that the S1, X2 reference points are not within the security environment
- Threatened Asset: Sufficient Processing Capacity, Mobility Management data
*************** The Next Change**************
[bookmark: _Toc19783237][bookmark: _Toc26887021][bookmark: _Toc202434763]C.2.2.4	User plane data integrity protection
- Threat name: User plane data integrity protection
- Threat Category: Tampering data, Denial of Service
- Threat Description: If the eNB does not handle integrity protection for user plane packets for the S1/X2Uu/X2/S1 reference points then all the uplink/downlink user plane packets over Uu, X2-U and S1-U can be attacked and/or manipulated by intruders to launch Denial of Service attack. This threat scenario assumes that the S1, X2 reference points are not within the security environment
- Threatened Asset: Sufficient Processing Capacity.
*************** The Next Change**************
[bookmark: _Toc202434765]C.2.2.6	UP integrity protection policy selection
- Threat name: UP integrity protection policy selection
- Threat Category: Tampering data
- Threat Description: When a eNB supports user plane integrity protection, and if the UP integrity protection policy sent by MME does not take precedence over the locally configured one, then the user plane data protection may be disabled which does no longer comply with the service session requirements and exposes the user plane data to tampering attacks.
- Threatened Asset: user plane data.
*************** The Next Change**************
[bookmark: _Toc19783249][bookmark: _Toc26887033][bookmark: _Toc202434780]C.2.2.X				AS algorithm selection and use
- Threat name: AS algorithm selection and use
- Threat Category: Tampering data, Information Disclosure, Denial of Service
- Threat Description: If eNB does not use the highest priority algorithm to protect AS layer, i.e. RRC and PDCP, data on the AS layer risks being exposed and/or modified, or experienced denial of service. 
- Threatened Asset: Sufficient Processing Capacity, Mobility Management data
- *************** The Next Change**************
[bookmark: _Toc19783206][bookmark: _Toc26886990][bookmark: _Toc187319890]C.2.2.Y	Bidding down on X2-Handover
- Threat name: Bidding down on X2-Handover
- Threat Category: Tampering of Data, Information Disclosure, Denial of Service
- [bookmark: _Toc19783250][bookmark: _Toc26887034][bookmark: _Toc187319939]Threat Description: If the eNB does not send the UE EPS security capabilities, the MME cannot verify EPS security capabilities are the same as the UE security capabilities that the MME has stored, the attacker (e.g eNB) may force the system to accept a weaker security algorithm than the system is allowed, forcing the system into a lowered security level making the system easily attacked and/or compromised. 
- Threatened Asset: Sufficient processing capability, Mobility Management data. 

*************** The Next Change**************

[bookmark: _Toc19783292][bookmark: _Toc26887076][bookmark: _Toc202434832]H.2.2.X	Elevation of privilege via failure to verify access token request
-	Threat name: Failure to Verify Access Token request.
-	Threat Category: Elevation of Privilege, Spoofing Identity.
-	Threat Description: If the NRF does not verify all the input parameters in the access token request against received or configured parameters, an NF service consumer can be issued an access token for services that it is not permitted to access. This can lead to impersonation and elevation of privileges, allowing the NF to obtain services of an impersonated NF or an arbitrary set of services.
-	Threatened asset: OAuth 2.0 Access Tokens for NF-NF authorization.
**************** THE NEXT CHANGE****************





[bookmark: _Toc202434881]K.2.10.2	Incorrect Deregistration of S-NSSAIs
-	Threat name: Incorrect Deregistration of S-NSSAIs. 
-	Threat category: Elevation of Privilege.
-	Threat Description:  If no S-NSSAI is left in Allowed NSSAI for an access after the revocation, and no Default NSSAI can be provided to the UE in the Allowed NSSAI or a previous NSSAA failed for the Default NSSAI over this access, then the AMF executes the Network-initiated Deregistration procedure for the access, and it includes in the explicit De-Registration Request message the list of Rejected S-NSSAIs, each of them with the appropriate rejection cause value. If the AMF does not run the Deregistration procedure correctly and/or does not correctly update and enforce its per UE rejected NSSAI state, including providing the corresponding Rejected S-NSSAIs list to the UE, then the attacker can use rejected S-NSSAIs for requests and access to a slice.
-	Threatened Asset: Mobility management data, sufficient processing capacity.

**************** END of CHANGES****************

