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Comments
This contribution proposes to resolve the EN in solution #1:
Editor’s Note: The establishment of AS security in this solution is FFS.
According to the split MME architecture defined in TS 23.401, each eNB is onboard the satellites independently. The derivation of KeNB remains based on KASME and the uplink NAS COUNT as specified in TS 33.401 Annex A.3. The introduction of satellite-specific NAS COUNT does not change the AS key hierarchy. The derivation of KeNB continues to use KASME and the 32-bit uplink NAS COUNT as defined in TS 33.401 Annex A.3. The changes introduced by this solution only affect how the 32-bit NAS COUNT value is constructed, and how separate NAS COUNT pairs are maintained per satellite.
When the UE attaches to a satellite in S&F mode, the UE and the MME-onboard construct and maintain the satellite‑specific NAS COUNT as described in this solution. KeNB is derived from KASME and the current uplink NAS COUNT and used to establish AS security between the UE and the onboard eNB. Each AS security context is local to a single satellite pass. When the UE loses coverage of a satellite, the corresponding AS security context can be discarded, and a new AS security context will be established upon attach with another satellite.
The use of satellite‑specific NAS COUNTs per satellite does not require any additional AS security procedures and does not affect the confidentiality and integrity protection provided by the AS security between the UE and the onboard eNB.
Therefore, it is proposed to remove this EN and clarify that the solution has no impact on AS security.
Editor’s Note: evaluations for the indicator is FFS.
It is proposed to add evaluations related to the indicator and then resolve this EN.

Proposed Changes
* * * First Change * * * *
[bookmark: _Toc207641903][bookmark: _Toc214915461][bookmark: _Toc214915457][bookmark: _Hlk211717289]6.2	Solution #2: NAS Security Context Isolation via Satellite-Specific NAS COUNT
[bookmark: _Toc214915462]6.2.1	Introduction
This solution addresses Key Issue #1: Authenticated UE to exchange NAS messages with multiple satellites in split-MME architecture.
This solution proposes a mechanism ensuing different satellite using different COUNT to protect NAS message and therefore eliminates the need for real-time NAS COUNT synchronization across satellites.
[bookmark: _Toc214915463]6.2.2	Solution details
This solution is based on the following assumptions and principles:
-	the UE and each MME-onboard maintain independent pairs of NAS COUNTs (one for uplink, one for downlink) for their mutual communication. The NAS COUNTs are not synchronized with other satellites.
Based on the above principle, the existing procedures are reused to protect the NAS message between the UE and the network. The NAS integrity and confidentiality protection algorithms are same as defined in TS 33.401 [3], with the following modification to the construction of the 32-bit COUNT input parameter:
For a serving Satellite n:
COUNT := Satellite ID n || NAS OVERFLOW || NAS SQN 
Where
-	Satellite ID n is the 8-bit ID of Satellite n which is an identifier uniquely indicating an MME-onboard coded as a binary coded integer value from 0 to 255 as specified in 3GPP TS 24.301 [4]. The SatelliteID identifier of a given satellite is broadcast by the eNB within the SIB31 and the SatelliteID identifiers of the satellites that might be serving a given UE are included within the S&F Monitoring List, which is sent by the MME to indicate the satellite(s) that the UE may (re)-attempt NAS procedures (TS 23.401 clause 4.13.9.1) 
-	NAS OVERFLOW is a 16-bit value which is incremented each time the NAS SQN is incremented from the maximum value. It is maintained for the connection with Satellite n.
-	NAS SQN is the 8-bit sequence number carried within each NAS message between UE and MME-onboard n.  It is maintained for the connection with Satellite n.
All other input parameters (KEY=KNASint/KNASenc, BEARER, DIRECTION, LENGTH) and the algorithm execution remain unchanged.
If the proposed mechanism is optionally supported, tThe MME-onboard can provide the UE an indicator, indicating that the separate NAS COUNTs are implemented, together with the monitoring list. After receiving the indicator, the UE knows that the NAS COUNT needs to be construct with the above method.
The UE and the MME-ground need to manage the multiple satellite-specific security context by associating each Satellite ID with the satellite-specific NAS COUNTs. When the MME-ground detects that the NAS COUNT for any satellite is about to wrap around, the MME-ground performs AKA procedure with the UE via any MME-onboard. Upon successful AKA completion, a new KASME is established. The MME-grounds then provide the new KASME to all MME-onboards in the S&F Monitoring List. The MME-onboards and the UE then derive new NAS keys by running NAS SMC, and reset NAS COUNTs.
Editor's Note: The establishment of AS security in this solution is FFS.
[bookmark: _Toc214915464]6.2.3	Evaluation
This solution proposed to use satellite-specific NAS COUNTs for each satellite to prevent key stream reuse. There is no need to synchronize the NAS COUNT between satellites, and no change to the NAS keys.
The solution has the following impacts:
-	A new NAS COUNT construction mechanism is needed;
-	The UE and MME-ground needs to manage the multiple satellite-specific NAS COUNTs. 
[bookmark: _GoBack]-    If the proposed mechanism is optionally supported, tThe MME-onboard needs to provide the UE an indicator, indicating that the separate NAS keyCOUNTs are implemented, together with the monitoring list.
Editor’s Note: evaluations for the indicator is FFS.
-    The MME-ground needs to provide updated KASME to all MME-onboards in the S&F Monitoring List.
-	If multiple satellites are involved, multiple NAS security contexts need to be established between UE and MME.
-	This solution is not backward compatible for pre-Rel-19 UEs.
Editor’s Note: Further evaluation is FFS.

* * * End of Changes * * * *

