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Comments
This contribution proposes to add a new hybrid PQC-based solution for SUCI calculation.

Proposed Changes
* * * First Change * * * *
7.2.1.X	Solution #X to SUCI calculation: Hybrid PQC SUCI Calculation with AEAD
7.2.1.X.1	Introduction
This solution proposes a hybrid PQC based SUCI calculation mechanism. The ECIES scheme and the PQC ML-KEM are used together to generate AEAD keys, and AEAD algorithm is used to provide encryption and integrity protection for SUPI.
7.2.1.X.2	Solution details
7.2.1.X.2.1 Processing on UE side
The proposed scheme is implemented such that for computing a fresh SUCI, the UE uses the provisioned ECC public key of the home network, provisioned PQC public key of the home network, freshly generated ECC ephemeral public/private key pair, and PQC ML-KEM. The UE’s step is illustrated in Figure 7.2.1.X-1.


Figure 7.2.1.X-1: Encryption based on hybrid PQC at UE
1. UE generates ECC Eph. public key c2 and ECC Eph.private key.
2a. UE generates shared key k1 and PQC ciphertext c1 by PQC ML-KEM [21] using the PQC public key of HN as input.
2b. UE generates shared key k2 using ephemeral private key of UE and public key of HN.
3. UE generates hybrid shared key K using shared key k1 and k2.
4. UE generates AEAD key and IV by KDF using hybrid shared key K as input. Specifically, KDF
- generates a output of length aeadkeylen + ivlen;
- parses the leftmost aeadkeylen octets of the output as an AEAD key Kaead, and the rightmost ivlen octets of the output as IV.
5. UE protects the plaintext block by AEAD algorithm using AEAD keys. The PQC ciphertext c1 and Eph. public key c2 are integrity protected as AAD.
Finally, the SUCI format generated by UE is shown as in Figure 7.2.1.X-2. The SUPI Type, Home Network Identifier and Routing indicator are same as described in TS 23.003 [74]. The Protection Scheme Id is an indicator representing the used mechanism. The Home Network Public Key Id represents the HN key bundle, including a ECC public key of HN and a PQC pubic key of HN.

Figure 7.2.1.X-2: Structure of SUCI
7.2.1.X.2.2 Processing on home network side
The proposed scheme implemented such that for deconcealing a SUCI, the home network uses the received ECC ephemeral public key of the UE, the received PQC ciphertext, the ECC private key of the home network, and the PQC private key of the home network. The HN’s step is illustrated in Figure 7.2.1.X-3.


Figure 7.2.1.X-3: Decryption based on hybrid PQC at HN
1a. HN decapsulates the shared key k1 using PQC private key of HN and PQC ciphertext c1 received from UE.
1b. HN generates shared key k2 using ECC private key of HN and Eph. Public key c2 received from UE.
2. HN generates hybrid shared key K using shared key k1 and k2.
3. HN generates AEAD key and IV by KDF using hybrid shared key K as input.
4. HN verifies the integrity of the SUCI and decipher the ciphertext using AEAD algorithm.
Editor’s Note: Whether AEAD1 or AEAD2 is used is FFS
Editor’s Note: Evaluation on impact of initial access due to increased length of SUCI is ffs.
Editor’s Note: Evaluation on computing overhead of SUCI calculation on both UE and network side is ffs.
Editor’s Note: Whether the solution work for case that user does not update USIM card is ffs.
7.2.1.X.3	Evaluation
Editor’s note: Evaluation is FFS.
* * * End of Changes * * * *
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