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* * * First Change * * * *

[bookmark: _Toc219380984][bookmark: _Hlk205552141]5.4.3	Procedure for AIoT Device Identifier protection with T-ID update during Individual inventory
For the protection of AIoT device permanent identifier during the inventory procedure with AIoT Device Identifier described in clause 5.2.2, the following changes shall apply: 
-	In step 1, AIOTF shall invoke Nadm_SecTID_Get service operation to retrieve a T-ID in addition to invoking Nadm_SecRAND_Get to get the RANDAIOT_n from ADM using the AIoT Device Permanent Identifier as identifier for the AIoT profile. When invoking Nadm_SecRAND_Get and the T-ID type is stored type, the ADM may generate T-ID_n+1 as defined in Annex B.1 and store it in the AIoT device profile as T-ID_n+1. T-ID_n+1 may be used for resynchronization as defined in clause 5.4.4. The ADM shall, based on T-ID handling information stored in the AIoT device profile, either fetch the stored T-ID in the AIoT Device profile or generate the T-ID based on the AIoT Device Permanent Identifier as specified in Annex B.1, and send the T-ID to the AIOTF.

-	In steps 2, 3, and 4, the T-ID shall be used as the AIoT Identification Information.
-	In step 2 the AIOTF includes the T-ID handling information in the Inventory Request message. T-ID handling information includes:
-	T-ID type that can be either a concealed type or a stored type. If the T-ID type is the concealed type, the T-ID is generated based on the AIoT Device Permanent Identifier. If the T-ID is the stored type, the T-ID is generated based on the stored T-ID as specified in Annex B.1.
-	Whether the stored T-ID type is updated with a command via a Command procedure or without a command during step 4. 
NOTE A: If the T-ID is of stored type, the initial value of the T-ID is to be computed based on the AIOT Device Permanent ID.
-	In step 3, NG-RAN includes the T-ID handling information in the paging message.
-	In step 4, the AIoT device, based on the T-ID handling information in the paging message, generates the T-ID in the same way as the ADM did in step 1 if the T-ID type is concealed type, or retrieves the T-ID if the T-ID type is stored type. The AIoT device determines it needs to reply to the NG-RAN if the generated or retrieved T-ID matches the received T-ID. In case the stored T-ID update shall be done without a command, the AIoT Device generates a new  T-ID_n+1 as specified in Annex B.1 and stores the new T-ID_n+1.
-	In steps 5 and 6, the AIoT Identification Information is not included in the D2R message and the Inventory Report message.
-	In step 7, the AIoT Device Permanent Identifier is used as the AIoT Identification Information. 
[bookmark: _Hlk220514121]-	In step 10, if the verification of RESAIOT is successful and if the T-ID type is stored type, then AIOTF shall instruct the ADM to derive a new T-ID as specified in Annex B.1 and to store it in the AIoT Device profile. If the T-ID is to be updated by command, the AIOTF shall also obtain the newly derived T-ID from the ADM. The previous T-ID may be stored as T-ID_n-1 in the AIoT device profile.
NOTE 1:	The AIOTF identifies the AIoT Device by checking the received RESAIoT parameter. Therefore, the AIoT Identification Information is not needed in the D2R message and the Inventory Report message.
NOTE 2: 	In case of concealed T-ID type, every AIoT Device that receives an Inventory Request with T-ID needs to perform a T-ID matching by generating a T-ID based on the KAIoT_root and check if the generated T-ID matches the received T-ID. It is assumed that the AIoT Device that receives the Inventory Request has enough energy to perform this T-ID matching in addition to the Inventory procedure specified in clause 5.2.2.
[bookmark: _Hlk207720495]NOTE 3: 	In the case of stored T-ID type, the stored T-IDs on the device side and network side can get out of synch. The handling of such situation is described in clause 5.4.4.
NOTE 4:	When the T-ID is updated using the command procedure, protection of AIoT device identifier privacy is only realized if the Command Request is encrypted.
-	After step 10, if the stored T-ID update is performed via a Command procedure and the AIoT Device supports this, the AIOTF sends an encrypted AIOT NAS Command Request message containing the new T-ID requested from the ADM to the AIoT Device. Upon receipt of the Command Request message, the AIoT Device stores the new T-ID.
[bookmark: _Toc219380985]5.4.4	Out-of-Synch detection and Resynchronization of T-ID
In case the network does not receive an Inventory Response from an AIoT Device after an Individual Inventory Request, it may occur because that the AIoT Device and the network are out of synch with the T-IDs. The out-of-synch can happen if e.g.:
-	The Inventory Response or Command Response from the Device was lost during transmission due to radio link issues e.g. interference, range, etc. in that case the AIoT Device would generate the T-ID_n+1, but the ADM would not generate the T-ID_n+1 or know that the device has received the T-ID_n+1 as it did not get any response.
-	Something went wrong during the Inventory or Command procedure e.g., the AIoT Device managed to write to the NVM but not send the inventory response or command response, or the AIoT Device sent the inventory response or command response but was not able to write to the NVM.
This means that the ADM either has a T-ID that is older or newer than the T-ID in the AIoT Device. They can never be more than one off.
T-ID sequence recovery is possible if the network performs Individual Inventory with T-ID_n-1 or T-ID_n+1. When the AIOTF invokes Nadm_SecTID_Get service operation with Resynchronization indicator to indicate T-ID sequence recovery to the ADM, the ADM provides T-ID_n-1 and/or T-ID_n+1 of the AIoT device to the AIOTF. When the AIoT device responds to the network, the network adjusts the sequence, and both are in synch again. 
NOTE: Which T-IDs to store in the AIoT profile for resynchronisation and when to invoke the resynchronisation is left for implementation.
Alternatively, the network can use concealed T-ID type using the permanent identifier and then send a command to provide a new T-ID to the device which it stores in the device.


* * * Next Change * * * *
[bookmark: _Toc42177198][bookmark: _Toc42179550][bookmark: _Toc42246823][bookmark: _Toc51245758][bookmark: _Toc161928568][bookmark: _Toc219380990]6.1.1	General
The following table shows the Nadm_Sec service and Service Operations related to AIoT security.
Table 6.1.1-1: List of ADM Services

	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Nadm_Sec
	RAND_Get
	Request/Response
	AIOTF

	
	Authentication_Get
	Request/Response
	AIOTF

	
	SessionKey_Get
	Request/Response
	AIOTF

	
	TID_Get
	Request/Response
	AIOTF



[bookmark: _Toc219380991][bookmark: _Toc161928569][bookmark: _Toc42177199][bookmark: _Toc42179551][bookmark: _Toc42246824][bookmark: _Toc51245759]6.1.2	Nadm_SecRAND_Get service operation 
Service operation name: Nadm_SecRAND _Get.
Description: Requester NF gets the RANDAIOT_n(s) from ADM. 
Input, Required: AIoT Device Permanent IdentifierNone. 
Input, Optional: None. 
Output, Required: RANDAIOT_n.
Output, Optional: None.
[bookmark: _Toc219380992]6.1.3	Nadm_SecAuthentication_Get service operation 
Service operation name: Nadm_SecAuthentication_Get.
Description: Requester NF gets the authentication data from ADM.
Input, Required: RANDAIOT_d(s), RANDAIOT_n, AIoT Device Permanent Identifier or filtering information. 
Input, Optional: None. 
Output, Required: XRESAIOT(s).
Output, Optional: AIoT Device Permanent Identifier .
[bookmark: _Toc219380993]6.1.4	Nadm_SecSessionKey_Get service operation 
Service operation name: Nadm_ SecSessionKey _Get.
Description: Requester NF gets the KAIOTF from ADM.
Input, Required: AIoT Device Permanent Identifier, RANDAIOT_n, RANDAIOT_d. 
Input, Optional: None. 
Output, Required: KAIOTF.
[bookmark: _Toc219380994]Output, Optional: None.
6.1.5	Nadm_SecTID_Get service operation 
Service operation name: Nadm_SecTID_Get.
Description: Requester NF gets the Temporary ID (T-ID) for a given AIoT device from ADM. 
Input, Required: AIoT Device Permanent ID.
Input, Optional: Resynchronization indicator
Output, Required: T-ID, T-ID handling type.
Output, Optional: T-ID_n-1, T-ID_n+1

* * * End of Changes * * * *

