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Comments
This contribution proposes a new solution on SUCI protection for TR 33.703.
It is well known that most symmetric algorithms (e.g. AES-256) with a sufficiently long key length possesses quantum resistance. This solution proposes to use symmetric algorithm and symmetric home network key for SUPI concealment.
The SUCI in UE that calculated with quantum resistant symmetric algorithm and symmetric key will be updated by UDM, so UE will not use a SUCI repeatedly, and the SUCI update will not cause out-of-sync problem because UDM can anyway de-conceal the SUCI.

* * * First Change * * * *
[bookmark: _Toc207827760][bookmark: _Toc145061650][bookmark: _Toc145061447][bookmark: _Toc145074669][bookmark: _Toc145074911][bookmark: _Toc145075115][bookmark: _Toc187324514]7.2.1.Y	Solution #Y to SUCI Calculation: Symmetric solution on SUCI protection
[bookmark: _Toc207827761]7.2.1.Y.1	Introduction
Editor’s Note: Analysis on the probability of desynchronization of eSUCIs is FFS.
Editor’s Note: Resynchronization of desynchronized eSUCIs is FFS.
Editor’s Note: The benefit of this solution is FFS.
The following are principles of the solution:
-	UE is able to be provisioned with an enhanced SUCI (eSUCI) by UDM, or by pre-configuration, which is calculated with quantum resistant symmetric algorithm, symmetric home network key, and SUPI.
-	If eSUCI is available, UE uses the eSUCI for initial Registration procedure.
-	UDM calculates new eSUCI and updates towards UE after initial Registration procedure, UE does not calculate the eSUCI.
The following figure depicts the Encryption based on quantum resistant symmetric algorithm and symmetric key at the home network side.


Figure 7.2.1.Y.1-1: Encryption based on symmetric key and algorithm at the Home Network
The following figure depicts the Decryption based on quantum resistant symmetric algorithm and symmetric key at the home network side.


Figure 7.2.1.Y.1-2: Decryption based on symmetric key and algorithm at the Home Network
[bookmark: _Toc207827762]The Symmetric Key of Home Network, which is not a per UE key, is resident in SIDF/UDM and NOT shared with UE.
7.2.1.Y.2	Solution details
The following figure depicts the initial Registration procedure using eSUCI, which is calculated with quantum resistant symmetric algorithm, symmetric home network key, and SUPI.


Figure 7.2.1.Y.2-1: Initial Registration with eSUCI
1.	If an enhanced SUCI (eSUCI), which is generated as described in clause 7.2.1.Y.1, is provisioned during previous initial Registration procedure or pre-configured in UE (e.g., in NVM of ME or in USIM), the UE sends initial Registration Request (eSUCI) message to AMF/SEAF. If eSUCI is not available in UE, the UE uses asymmetric method (e.g. legacy or enhanced) to calculate a SUCI as an eSUCI for the initial Registration procedure.
Editor’s Note: Format of eSUCI is FFS.
Editor’s Note: Clarification on step 1 is ffs, e.g. proof-of-possession, exception case.
2.	AMF/SEAF invokes Nausf_UEAuthentication_Authenticate Request (eSUCI) towards AUSF.
3.	AUSF invokes Nudm_UEAuthentication_Get Request (eSUCI) towards SIDF/UDM.
4.	SIDF decodes the eSUCI to get SUPI as described in clause 7.2.1.Y.1 or using asymmetric method.
5.	The UDM, AUSF, AMF/SEAF, and UE performs authentication procedure based on the SUPI decoded from the eSUCI.
6.	If the authentication succeeds, SIDF/UDM calculates a new eSUCI as described in clause 7.2.1.Y.1.
7.	SIDF/UDM returns the calculated eSUCI to AUSF.
8.	AUSF responds to AMF/SEAF with the new eSUCI.
9.	AMF sends Registration Response (new eSUCI) to UE.
10.	UE stores the new eSUCI, e.g. in the NVM of ME or in USIM, which will be used for successive initial Registration procedure.
[bookmark: _Toc207827763]7.2.X.Y.3	Evaluation
TBD
* * * End of Changes * * * *
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