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1	Decision/action requested
This contribution provides a solution for SUCI calculation aspect in TR 33.703.
2	References
[1]	3GPP TR 33.703, Study on Transitioning to Post Quantum Cryptography (PQC) in 3GPP.
3	Rationale
The pCR provides a solution on SUCI computation to TR 33.703. Which proposes the following aspects to be considered for the PQC based SUCI Computation.
· The PQC-based home network public key is identified using a HN PQC Public key ID or an existing HN Public key ID can indicate the HN PQC Public key with a related value.
· Input parameters to be used for key generation such as Freshness Parameter, SUCI Protection Profile ID and the related updates to the schemeoutput construction.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.703
***** Start of Change 1*****
[bookmark: _Toc211892433][bookmark: _Toc211951727][bookmark: _Toc211952269][bookmark: _Toc211870273]7.2.1	Solutions to SUCI calculation
7.2.1.X	Solution #Y: Solution for PQC based SUCI Computation
[bookmark: _Toc528155245][bookmark: _Toc102752619][bookmark: _Toc205553957][bookmark: _Toc211870274]7.2.1.X.Y	Introduction
This solution address PQC algorithm based SUCI calculations.
[bookmark: _Toc528155246][bookmark: _Toc102752620][bookmark: _Toc205553958][bookmark: _Toc211870275]7.2.1.X.Y	Solution details
Processing on UE side:


Figure 1a: Encryption based on PQC shared key generation at UE
The UE computes a fresh SUCI, using the provisioned PQC-based public key of the home network (HN), and PQC-based key encapsulation mechanism (KEM) according to the parameters provisioned by home network as follows:
1. UE generates an ephemeral shared key and an encrypted PQC shared key based on a PQC-based public key associated with the home network. The PQC-based home network public key is identified using a HN PQC Public key ID or an existing HN Public key ID can indicate the HN PQC Public key with a related value.
2. 	UE generates ephemeral symmetric encryption key and ephemeral MAC key using a KDF function and ephemeral shared key along with input parameters such as Freshness parameter i.e., timestamp and SUCI Protection Profile ID. 
3,4. UE protects the plaintext block (i.e. SUPI or UE ID), using the encryption key and the MAC key. The final output is the concatenation of Freshness Parameter, SUCI Protection Profile ID, encrypted PQC shared key and the ciphertext.
The final output i.e., scheme output coding is upto stage 3 similar to TS 23.003 [74]. The computed SUCI along with scheme output is sent from UE to network for authenticating the subscriber. 
Processing on home network side


Figure 1b: Decryption based on PQC shared key generation at home network
For deconcealing the SUCI, the home network uses the received encrypted PQC shared key, and the PQC-based private key of the home network along with other parameters as described in the steps below: 
1. Home network (HN) decapsulates the encrypted PQC shared key to derive the ephemeral shared key.
2. HN generates ephemeral symmetric (de)encryption key and ephemeral MAC key using a KDF function and derived ephemeral shared key along with input parameters such as such as Freshness parameter i.e., timestamp and SUCI Protection Profile ID.
3,4. HN verifies the MAC and decrypts the ciphertext to derive the plaintext block (i.e. SUPI or UE ID), using the MAC key and (de)encryption key respectively.
Example profile for SUCI Calculation: Profile C (PQC only): Profile C uses ML-KEM as defined in [21] to generate shared key Z1 integrated with AES encryption scheme.
The ME and SIDF implement this profile. The parameters for this profile are the following:
- 	ML KEM parameters	: Level 3 (k, lattice dimension 3)
-	KDF						: ANSI-X9.63-KDF [9]
-	Hash						: SHA-256
- 	Shared secret key Z1		: Shared secret field from ML-KEM
-	MAC						: HMAC–SHA-256
-	mackeylen				: 32 octets (256 bits)
-	maclen					: 8 octets (64 bits)
-	SharedInfo1				: N/A
-	SharedInfo2				: the empty string
-	ENC						: AES–256 in CTR mode
-	enckeylen					: 32 octets (256 bits)
-	icblen						: 32 octets (256 bits)
[bookmark: _Toc528155247][bookmark: _Toc102752621][bookmark: _Toc205553959][bookmark: _Toc211870276]7.2.1.X.Y	Evaluation
The solution has the following impacts:
New PQC algorithms and related profiles need to be supported by the UE and Network. 
The UE generates ephemeral symmetric encryption key and ephemeral MAC key using a KDF function and ephemeral shared key along with input parameters such as Freshness parameter i.e., timestamp and SUCI Protection Profile ID. HN generates ephemeral symmetric (de)encryption key and ephemeral MAC key using a KDF function and derived ephemeral shared key along with input parameters such as such as Freshness parameter i.e., timestamp and SUCI Protection Profile ID. The use of timestamp and profile information as input allows replay protection for the SUCI and binds to the profile being used among multiple profiles respectively. 
Editor’s Note 1: How the addition of freshness parameter is useful against an attack using CRQC is FFS.

***** End of Change 1*****
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