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Comments
This document proposes a new solution for group paging in a privacy-preserving manner

* * * First Change * * * *
[bookmark: _Toc180278849][bookmark: _Toc180279024][bookmark: _Toc180279291][bookmark: _Toc180279770][bookmark: _Toc182841214][bookmark: _Toc182899295][bookmark: _Toc208305371]6.X	Solution #X: Privacy-preserving group paging using Bloom filter
[bookmark: _Toc180278850][bookmark: _Toc180279025][bookmark: _Toc180279292][bookmark: _Toc180279771][bookmark: _Toc182841215][bookmark: _Toc182899296][bookmark: _Toc208305372]6.X.1	Introduction
This solution addresses KI#4: AIOT device ID protection in DO-A procedure. The solution uses a Bloom filter to page a group of devices. First the network generates privacy-preserving concealed identifiers for every device in the group to be paged. Then the network inserts the privacy preserving concealed identifiers into a Bloom filter, and sends the Bloom filter as a compressed paging identifier as part of the paging message. 
[bookmark: _Toc191304887][bookmark: _Toc208305373]6.X.2	Solution details
The proposed solution is explained step-by-step in the following:
Step1. The AIOTF sends group identification information (e.g., Filtering Information) to the ADM for the group that the AIOT is intends to reach to.
Step2. the ADM computes a concealed temporary identifier CT-ID for each device in a group (let us call the group G) using an identifier ID of the device, a key KID associated with the device, and a freshness parameter RAND associated with the group using a hash function H:
CT-ID = H(long-term device ID, K_AIOT_root, RAND) for each device in G
It is noticeable that the freshness parameter RAND is not per device but remains the same for every device in the group G. The RAND can also be used as the authentication challenge to all the devices. Each time the ADM gnerates CT-IDs for a group of devices, the ADM chooses a fresh RAND.
Step3. After computing all the CT-IDs, the ADM forwards the CT-IDs and the RAND to the AIOTF. 
Step4. The AIOTF inserts the CT-IDs in a Bloom filter B. A Bloom filter is a bit array of m bits and involves k hash functions (h1, …, hk) where each hash function hi has the range [0, m-1]. Insertion of CT-ID is done by setting the bit B[hi(CT-ID)] to 1 if it is not already set to 1, for all i in {1, … , k}.
Step5. The AIOTF sends the Bloom filter B to the AIOT Reader/gNB in a paging request message by including the freshness parameter/authentication challenge RAND, the size m of the Bloom filter B and integer k representing the number of hash functions involved in the Bloom filter B. 
Step6. The AIOT Reader/gNB reader includes B, RAND, m, and k in a paging message and transmits the paging message over the air.
Step7. Every AIOT device receiving the paging message computes their own CT-ID in the same manner ADM computed in Step 2. Then the device checks if the computed CT-ID is included in the Bloom filter B by using the parameter m an k. The CT-ID is considered available in the Bloom filter by checking whether B[hi(CT-ID)] is set to 1, for all i in {1, … , k} — if all those bits are set to 1, then the CT-ID is included in the Bloom filter, otherwise C-TID is not not included.  If the CT-ID is found to be available in B, then the device considers that the paging message is meant for the device. 


Figure 1: Privacy-preserving group paging using Bloom filter.
A Bloom filter is probabilistic, it cannot have any false neagatives but can have false positives, i.e., if a CT-ID is found to be not included in the Bloom filter, then it is truly not included. However, if a CT-ID is found to be included in the Bloom filter, then, with some measurable probability, it may be the case that the C-TID have actually never been inserted into the Bloom filter. 
Let us consider that the number of C-TIDs inserted into the Bloom filter is n. Then, the probability p of false positives is computable as a function of m, k, and n, where p ≈ (1 – e-kn/m)k. Therefore, the efficiency of a Bloom filter in the context of group paging in AIoT depends on what values of m, k, and n can be chosen in a practically feasible manner.
Editor’s Note: Whether a Bloom filter can be constructed that can be accommodated within a constrained group paging message while maintaining acceptable false positive rate is FFS.
Editor’s Note: Whether the devices have sufficient resources (e.g., power and energy) to compute k number of hash functions to process a Bloom filter suitable to use in AIOT group paging is FFS.
[bookmark: _Toc191304888][bookmark: _Toc208305374]6.X.3	Evaluation
Editor’s Note: Evaluation is FFS

* * * End of Changes * * * *
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