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Comments
This document proposes a new solution for identifying individual devices in response to a group paging message. The AICI (temporary ID) used in this solution can also be used in the initial registration case. However, this solution focuses on the response to group paging case only for the sake of easier presentation. We intend to submit a separate solution in the February meeting for the initial registration case using the same underlying technical idea.

* * * First Change * * * *
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6.X.1	Introduction
This solution addresses KI#4: AIOT device ID protection in DO-A procedure. The solution describes how a device identifies itself to the network in response to a group paging message, when the device does not have an established session or registered state with the network. The solution uses AIoT Concealed Device Identifier (AICI) generated by concealing the AIoT device’s long-term identifier. Compared to the procedure in TS 33.369, this solution is expected to reduce the computation overhead at the network, since the network does not need to compare the RES with the XRES for all devices of the group.The AICIs are pre-computed by the network using a public key of the network — the encryption algorithm to produce an AICI is randomized, i.e., each AICI is different even when the long-term identifier of the device is the same. 
The solution proposes that in response to a group paging message, the AIoT device sends a message to the network that includes an AICI. The solution proposes that the 5G network computes an AICI and provide the AICI to the AIoT device in a command message. Once a network authenticates an AIoT device, the network can send a command message to the AIoT device. In the command message, the network includes a new AICI, which is computed based on the long-term identifier of the AIoT device using the public key of the network. The downlink command message is both confidentiality and integrity protected using keys derived from the shared key KAIOT_root between the network and the AIoT device.
6.X.2	Solution details
Figure Y presents a high-level message flow of the solution. The figure is described step-by-step in the following:
In Step 0, the ADM provides the AIOTF necessary information to page a group of devices — e.g., an identifier identifying a group (let us call it a group identifier) and an authentication challenge.
NOTE 1: How the network creates a group identifier and how a device checks if the device belongs to the group identified by the group identifier is out of scope of this solution. Instead, this solution assumes a group identifier is used in group paging. In TS 33.369, the same purpose is served by using filtering information.
In Step 1, the AIOTF sends a paging request to the AIoT reader/gNB by including the information necessary for group paging — for example, a group identifier and the authentication challenge RANDAIOT_n. 
In Step 2, the AIoT reader/gNB broadcasts a paging message that includes the group identifier and the authentication challenge RANDAIOT_n.
In Step 3, The device checks if it is part of the group identified by the group identifier. If the device belongs to the group, it generates another authentication challenge RANDAIOT_d, then the device computes the authentication challenge response RES based on authentication challenges RANDAIOT_n and RANDAIOT_d, using the shared key KAIOT_root with the network. The device first checks if it has a network-provided AICI or not — if it does not have a network provided AICI, then it computes AICI using a null scheme.
In Step 4, The device sends a response to the AIoT reader. The device includes an AICI, RANDAIOT_d, and RES in the response. 
In Step 5, the AIoT reader/gNB forwards the response received in Step 4 to AIOTF.
In Step 6, the AIOTF forwards the message received in Step 5 to ADM.
In Step 7, the ADM deconceals AICI into long-term identifier — using the private key corresponding to the public key the network used to conceal the AICI when it sent the AICI to the device earlier. Then the device checks, authentication challenges RANDAIOT_n and RANDAIOT_d using the shared key KAIOT_root for the device, wheter response to authentication challenge RES is valid. The ADM computes a new AICI´ using the key used for computing AICI (i.e., the public key of the network), and derives a session key KAIOTF from the shared key KAIOT_root for device to protect a downlink command message
In Step 8, the ADM forwards the device’s long-term ID, AICI´ and KAIOTF to the AIoTF.
In Step 9, the AIOTF generates two keys KCommand_enc and KCommand_int, and prepares a command message that includes AICI´, encrypts the command message using KCommand_enc and computes a MAC of the encrypted command message using the key KCommand_int. 
In Step 10, the AIOTF forwards the encrypted command message to the AIoT reader/gNB.
In Step 11, the AIoT reader/gNB forwards the encrypted command message and the MAC to the AIOT device.
In Step 12, the device derives key KAIOTF from the shared key KAIOT_root, and derives keys KCommand_enc and KCommand_int from KAIOTF in the same manner as in ADM, validates MAC using KCommand_int and decrypts command message using KCommand_enc, and updates AICI with AICI´





Figure Y: Procedure for using AICI in response to group paging and delivering an AICI to an AIoT Device
Exact content of the messages exchanged, and details about authentication challenge, computing response RES to the challenge, and deriving the keys KCommand_enc and KCommand_int are not described because these details have to be adjusted with the authentication protocol that is finally agreed.
NOTE 2: If the AIoT device does not have a network-computed AICI, for example, in the very first time of the device’s life cycle, then the AIoT device computes AICI using null scheme. This happens only in the beginning. To avoid using null scheme in the first time, a network can choose to provision every AIoT device with a network-computed AICI before they are handed out to their users.
NOTE 3: AICI is not stored in the network. Instead, the network decrypts AICI. On the other hand, a device accepts an AICI only if it is computed by the legitimate home network — hence a device cannot obtain an AICI that the network won’t recognize. Therefore, any question about AICI synchronization is not relevant.
NOTE 4: The solution requires AIoT devices to have the capability to update and store AICI.
6.X.3	Evaluation
The solution assumes that group paging is used to page DO-A capable devices that are not registered to the network.
Editor’s Note 1: Further Evaluation is FFS
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