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Comments
It is proposed to approve the new solution on protecting information for DO-A communication

Proposed Changes
* * * First Change * * * *
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KI#3 describes the need to “support a means to ensure confidentiality, integrity and/or replay protection of information transmitted between DO-A Capable AIoT Device and the network.” This solution intends to fulfill this requirement.
The solution makes the following assumption:
	- DO-A communication is a new procedure (e.g., not re-using the inventory-and-command procedure)
	- DO-A device does not need to register with the network.
	- DO-A device and the network have a pre-shared key (e.g., Kaiot_root or Kaiotf as a result of a previous authentication) 
- DO-A device and the network maintain two counters (one network counter and one device counter) that starts with 0 and are incremented every time DO-A device sends data  
In this solution, the AIoT DO-A device uses its pre-shared key to generate a set of protection keys, use the protections keys to encrypt and integrity the DO-A data before sending the data in a protected NAS container to the network.
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1. DO-A device has data to send and initiates an AIoT DO-a data transmission request to NG-RAN.
1a. NG-RAN sends AIoT DO-A data transmission to AIOTF.
1b. If AIOTF does not already have the DO-A AIoT device context (e.g., Kaiotf or device counter value), AIOTF and ADM performs an AIOTF key retrieval procedure for the DO-A AIoT device. AIOTF takes the current values of the device counter and network counter and derives set of keys Kdo-a_enc and Kdo-a_int using either the Kaiot_root or Kaiotf (if Kaiotf exists for example, due to a prior authentication procedure). Key derivation function can reuse Annex A.3 or A.4 of TS 33.369[X].
2. DO-A device prepares for the data to be protected. DO-A device takes the current values of the device counter and network counter and derives set of keys Kdo-a_enc and Kdo-a_int using either the Kaiot_root or Kaiotf (if Kaiotf exists for example, due to a prior authentication procedure). Key derivation function can reuse Annex A.3 or A.4 of TS 33.369[X]. Furthermore, the DO-A device constructs a AIOT NAS Container and protect the message based on the Kdo-a_enc and Kdo-a_int and the confidentiality and integrity algorithms for the AIoT device that has been pre-configured. The AIOTF shall send the protected Command Request containing an indication on whether ciphering is activated to NG-RAN. DO-A device increments the locally kept device counter and network counter by 1.
3. The DO-A device sends a D2R message containing the protected AIOT NAS Container to the NG-RAN. 
4.The NG-RAN forwards the protected AIOT NAS Container to the AIOTF.
5.The AIOTF processes the protected AIOT NAS Container. If the verification of integrity is successful, the AIOTF then deciphers the protected AIOT NAS Container if ciphering is activated.  AIOTF increments the device counter and network counter by 1.
6. The AIOTF forwards the processed data to the AF.
Editor’s Note: The need for the first message is FFS.
Editor’s Note: How AIOTF looks up the key for the DO-A device is FFS.
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TBD.
* * * End of Changes * * * *
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