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Comments
This solution addresses key issue#3 on protection of information during AIoT service communication. The solution reuses the security mechanisms for NAS protection from TS 33.501 modulo some simplifications in order to avoid the need for an additional security activation procedure. By comparison to the mechanisms specified in TS 33.369, the solution introduces a security context and the counters for replay protection. This is because the solution assumes that the device may receive multiple successive commands after authentication. The solution assumes also that the AIOTF is the termination point for information protection.

* * * First Change * * * *
[bookmark: definitions][bookmark: references][bookmark: _Toc211880008][bookmark: _Toc205543653][bookmark: _Toc211880036]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
…
[x]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
* * Second Change * * * *
5.Y	Solution #Y: Protection of information during AIoT service communication
[bookmark: _Toc205543654][bookmark: _Toc211880037]5.Y.1	Introduction
[bookmark: _Toc205543655][bookmark: _Toc211880038]This solution addresses key issue#3 on protection of information during AIoT service communication. The solution reuses the security mechanisms for NAS protection from TS 33.501 [x] modulo some simplifications in order to avoid the need for an additional security activation procedure. By comparison to the mechanisms specified in TS 33.369 [8], the solution introduces a security context and the counters for replay protection. This is because the solution assumes that the device may receive multiple successive commands after authentication. The solution assumes also that the AIOTF is the termination point for information protection. 
[bookmark: _Toc205543656][bookmark: _Toc211880039]5.Y.2	Solution details
It is assumed that following a successful authentication procedure, the device and the network derive a session key called KAIOTF, for example in a similar manner to the procedure in TS 33.369 [8]. The device stores this key as part of the security context until a new authentication run. The authentication procedure is not covered in this solution and is left to other solutions addressing key issue #2.
Editor's Note: Unlike Rel-19, whether AIOTF has to maintain security contexts is FFS.
In addition to the session key, both the device and the network maintain a pair of downlink and uplink counters for replay protection similarly to the NAS COUNTs specified in TS 33.501 [x]. The counters are maintained and updated similarly to how it is done for the NAS COUNTs in TS 33.501 [x], i.e., following a successful integrity check.
In order to avoid an additional round trip of message to agree on the security algorithms, the selected ciphering and integrity protection algorithms are indicated in the downlink NAS message (e.g., command request) by the network to the device.  
Editor’s Note: Whether the indications are included in every command or the first one is FFS.
NOTE: The format of the indications for algorithm selection (e.g., one bit or several bits) can be decided accordingly when the algorithms are decided. 
In order to cater for a potential loss of the NAS response message (e.g., command response), the network keeps including the selected algorithm indications until the successful reception of a NAS response message, in which case the network stores the selected algorithms as part of the security context.
For the protection algorithms, the solution assumes that the AIOTF and device supports one or several of the algorithms specified in Annex D of TS 33.501 [x]. The solution does not take a stand on which and how many algorithms are to be supported. 
The lower level security keys KCommand_enc and KCommand_int are derived from the session key based on the signalled algorithms and are stored as part of the security context both on the device and the network side.
When the security context is available, the DO-A device sends protected uplink NAS message including the DO-A data. The security context can be used for protection of downlink NAS message as well.
5.Y.3	Evaluation
TBD


* * * End of Changes * * * *
