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Comments
This contribution proposes a new solution on information protection for TR 33.714.

* * * First Change * * * *
[bookmark: _Toc205543652][bookmark: _Toc211880035][bookmark: _Toc205543653][bookmark: _Toc211880036][bookmark: _Toc207827760][bookmark: _Toc145061650][bookmark: _Toc145061447][bookmark: _Toc145074669][bookmark: _Toc145074911][bookmark: _Toc145075115][bookmark: _Toc187324514]5.1	Mapping of solutions to key issues
Editor’s Note: This clause captures mapping between key issues and solutions.
Table 5.1-1: Mapping of solutions to key issues
	
	Key Issues

	Solutions
	#3
	

	Y
	X
	

	
	
	

	
	
	


* * * Second Change * * * *
5.Y	Solution #Y: Information protection after registration
[bookmark: _Toc205543654][bookmark: _Toc211880037]5.Y.1	Introduction
This solution addresses KI#3.
[bookmark: _Toc205543655][bookmark: _Toc211880038]5.Y.2	Solution details
[bookmark: _Toc207946676][bookmark: _Toc205543656][bookmark: _Toc211880039]5.Y.2.1	Registration procedure
The following figure depicts the AIoT registration procedure to activate information protection.


Figure 5.Y.2.1-1: AIoT registration procedure
1.	AIoT device sends initial Register Request (Device ID, Device security capabilities) towards AIoTF.
Editor’s Note:	How to protect security capabilities is ffs.
Editor's Note: Alignment with SA2 is FFS.
NOTE:	Protection of device ID is out of this solution.
2.	AIoTF sends Authentication Request (Device ID) towards ADM.
3.	AIoT device, AIoTF and ADM performs authentication procedure proposed for KI#2, e.g., using 5G AKA or EAP-AKA'.
4.	After successful authentication, AIOTF derives KCOMM_ENT and KCOMM_INT from agreed key during authentication procedure (e.g., KAIOTF) for the AIoT device. AIoT device derives KCOMM_INT and KCOMM_ENC from KAIOTF same way as AIOTF does.
Editor’s Note:	Clarification on KAIOTF derivation on AIoT device is ffs.
5.	AIOTF selects integrity and confidentiality algorithm based on Device security capabilities and algorithm priority list. The AIOTF generates the Register Response and integrity protects the Register Response with the KCOMM_INT and selected integrity algorithm, then partially encrypts the Registration Response with the KCOMM_ENC and selected confidentiality algorithm with the selected algorithms in clear text. The AIOTF sends the protected Register Response to AIoT device, and starts ciphering/deciphering (i.e., the Registration Response also is for NAS Security Mode Command).
	AIoT device integrity checks the protected Register Request, and if successful, decrypts the protected Register Response then starts ciphering/deciphering and integrity protection.
5.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
TBD
* * * End of Changes * * * *
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