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Comments
[bookmark: _Hlk190086804]This contribution proposes to add NR Femto specific adaptations of security functional requirements and related test case in TS 33.546.

Proposed Changes
* * * First Change * * * *
[bookmark: clause4][bookmark: _Toc319507434][bookmark: _Toc2408][bookmark: _Toc192253687][bookmark: _Toc21310]
[bookmark: _Hlk175252275]4.2	NR Femto-specific adaptations of security functional requirements and related test cases
4.2.2	Security functional requirements on the NR Femto deriving from 3GPP specifications and related test cases
4.2.2.1	Hosting Party Mutual Authentication
Requirement Name: Hosting party mutual authentication
Requirement Reference: TS 33.545 [x], clause 5.3 
Requirement Description: The hosting party mutual authentication is optionally performed by the operator’s network following successful device mutual authentication between NR Femto and SeGW.The authentication of the hosting party is based on credentials contained in a separate Hosting Party Module (HPM) in NR Femto as specified in TS 33.545 [x], clause 5.3 and in TS 33.320 [x], clause 5.3. 
Threat References: TR 33.926 [x], Annex Y, Assets and threats specific to the NR Femto
Test Case: 
Test Name: TC_Hosting party mutual authentication
Purpose:
Verify that  the mutual authentication between Hosting Party Module and SeGW is optionally supported . 
Pre-Conditions:
-	Test environment with NR Femto with Hosting Party Module, SeGW and AAA server.  
-    The secret key (K) used for HP authentication is stored in the HPM.
-     Hosting Party Authentication is activated.
-	Both NR Femto, SeGW and AAA server network product are connected in emulated/real network environment.
Execution Steps
Test A:
1) NR Femto establishes IPSec connection with SeGW.

Expected Results:
The IPSec connection succeeds, NR Femto can communicate with the network. In the Access Request/response  message  between SeGW and AAA server, there is EAP-request/response. In final EAP message, EAP-succeed/EAP-fail is returned.

Expected format of evidence:
Evidence suitable for the interfaces for each step, between NR Femto and SeGW, e.g., evidence can be presented in the form of screenshot/screen-capture or pcap traces or IKEv2 traces.


* * * Second Change * * * *
[bookmark: _Toc137736634]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.117: "Catalogue of general security assurance requirements"
[3]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[4]	3GPP TS 33.545, “Security aspects of NR Femto”.
[5]	3GPP TS 33.320: "Security of Home Node B (HNB) / Home evolved Node B (HeNB)".



* * * End of Changes * * * *

