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Comments
Add a solution to KI#4.

* * * First Change * * * *
6.Y	Solution #Y: Enhance SeGW to support QoSA mitigation
6.Y.1	Introduction
This solution addresses the KI#4: mitigation of QoSA in edge computing. It is proposed to enhance the NR Femto security architecture in follow aspects:
- Enhance the SeGW to perform N4 Session Report monitoring and report the QoS attack to the SMF.
- Enhance the SMF to support the edge relocation after receiving the QoSA alert.
[bookmark: _GoBack]6.Y.2	Solution details
The security procedure for QoSA mitigation is further depicted in Figure 6.Y.2-1. It is assumed that NR Femto GW is integrated with SeGW in this solution.


Figure 6.Y.2-1: Security procedure for QoSA mitigation
1. After ot during the establishment of the PDU session, the SMF sends QoSA Report Notify to the SeGW.
2. There is downlink and uplink data transfer between UE and local sites UPF.
3. The local sites UPF sends QoS Monitoring Report to the SMF via SeGW.
4. The SeGW determines whether there is a QoS attack based on the reporting frequency of QoS Monitoring report from local sites UPF.
5. If the SeGW determines there is a QoS attack, the SeGW can authenticates the abnormal local sites UPF.
6. If the SeGW determines there is a QoS attack, the SeGW sends QoSA Report to the SMF. The QoSA report includes the ID of the abnormal local sites UPF, the QoS Monitoring reporting frequency of the local sites UPF and the frequency threshold the SeGW determining there is a QoS attack.
7. After receiving the QoSA Report, the SMF performs edge relocation, select another local sites UPF.
6.Y.3	Evaluation
Editor’s Note: Evaluation is FFS.
* * * End of Changes * * * *
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