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Comments
Update the solution #1 as described in TR 33.746, including:
- Provide security requirements 
- Provide recommended configuration information for detection 

* * * First Change * * * *
Solution #1: Security detection of misconfigured 5G NR Femto node 
[bookmark: _Toc211857510][bookmark: _Toc211855334]6.2.1	Introduction
This solution address the requirements of KI #1: Detection of misconfigured/compromised 5G NR Femto node and KI #5. 
It is propose to enhance the 5G NR Femto node to support to report itself configuration information for security detection and monitoring to the security management function which is a part of the 5G NR Femto MS. 
It is propose to enhance the 5G NR Femto MS to support the security management function which can configure the configuration information collection type to the 5G NR Femto node through the security connection of management plane, and then receives the configuration information from the 5G NR Femto node and perform the security detection and monitoring based on operator’s policy.
[bookmark: _Toc211855335][bookmark: _Toc211857511]6.2.2	Solution details




6.2.2.1	Security procedure for security detection of NR Femto node
The security procedure for security detection of 5G NR Femto node are further depicted in Figure 6.2.2.11-1.
[image: ]
Figure 6.2.2.11-1: Security procedure for security detection of 5G NR Femto node
0a. The 5G NR Femto node and Security gateway has established a secure connection of management plane with the Security Management function respectively.
NOTE 1:	The Security Management function is apart of the 5G NR Femto node MS.
0b. The 5G NR Femto node has established IPSec tunnels with the Security gateway.
1. The Security Management function configures the 5G NR Femto node for security data collection for detection of the misconfigured 5G NR Femto node according to the operator’s policy, e.g. the type and frequency of configuration information collection.
2. The 5G NR Femto node collect and report itself configuration information for security detection and monitoring to the Security Management function. The transmission of configuration information are protected by the security connection of management plane. 
NOTE 2:	The collected typical configuration information can be running processes, secure password configurations, open ports and services, user permissions, and so on.
3. The Security Management function perform the security detection and monitoring based on the configuration information collected from the 5G NR Femto node.
NOTE 3:	Detail methods of security detection are not specified in this document. Operators can assess the security risks of current Femto node by checking their configuration status, and then implement corresponding security hardening to prevent the potential attacks on Femto node.
6.2.2.2	Recommended configuration information for detection
Based on typical attack threats targeting the NR Femto node, the table 6.2.2.2-1 lists the recommended configuration information to be collected for security detection and monitoring from the NR Femto node.
Table 6.2.2.2-1: Recommended configuration information for detection
	Configuration information for security detection 
	Descriptions

	Password Configuration
	- Check whether the configuration of password length and complexity meet the requirements, including password for Web login service and SSH login service.

	Remote Login Configuration
	- Check whether a limit on failed login attempts is configured.
- Check whether remote login through the root user is restricted.

	Remote Maintenance Configuration
	- Check whether the Telnet service is disabled for remote maintenance.
- Check whether the SSH service is configured to used for remote maintenance.

	User Permissions Configuration
	- Check whether the system user is configured with minimal privileges.
- Check whether muti-account groups are configured and assigned different privileges.
- Check if any abnormal system users exist, e.g. based on pre-configured list.

	Running Processes Configuration
	- Check if any abnormal system processes exist.

	Open Ports Configuration
	- Check whether only the ports required for NR Femto services are open, e.g. the ports related to N2/N3/N4/N9 interface services, OAM service, IPSec service, clock service, based on pre-configured list.

	Software Integrity configuration
	- Check whether the software of the NR Femto has been modified based on the hash value of the software.

	NOTE:  In addition to the above, the types of configuration information required for security detection and monitoring can be extended in accordance with the operator’s policy.



[bookmark: _Toc211855336][bookmark: _Toc211857512]6.2.3	Evaluation
Editor’s Note:  Evaluation is FFS.
* * * End of Changes * * * *
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0a. The Femto node and Sec-GW has established 

secure connection with the NR Femto MS respectively.

0b. The Femto node has established secure connection with the Sec-GW.
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2. Data for security detection and monitoring is collected from the Femto node to the NR Femto MS.

1. Configure the policy for configuration data collection for detection of the misconfigred NR Femto node.


