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1	Decision/action requested
Agree tdoc for incorporation into the draft TS 33.502
2	References
[1]	3GPP TS 33.502 v0.2.0
3	Rationale
Based on the requirements for security related events, the delivery of the events detected by the NFs need to be secured. This proposal specifies the protection to be applied to the interface used to deliver the events detected.
4	Detailed proposal
* * * First Change * * * *
[bookmark: _Toc207788097][bookmark: _Toc197526068]7	Protection of Security related events
[bookmark: _Toc197526069]Editor’s Note: This clause addresses the protection for the configuration, collection and delivery of events.
[bookmark: _Toc202450212][bookmark: _Toc197526072]7.x	Protection for the delivery of security related events
The protection mechanism to provide mutual authentication, integrity protection, replay protection and confidentiality protection is to be implemented at transport layer. 
When UDP is used as transport protocol for the delivery of security related events, DTLS shall be supported to provide mutual authentication, integrity protection, replay protection and confidentiality protection between the Events transmitter and the Security collecting entity. 
When TCP is used as transport protocol for the delivery of security related events, TLS shall be supported to provide mutual authentication, integrity protection, replay protection and confidentiality protection between the Events transmitter and the Security collecting entity.
NOTE 1: If the interface is trusted (e.g. physically protected), it is for the PLMN-operator to decide whether to use cryptographic protection.
Security profiles for DTLS and TLS implementations and usage shall follow the TLS profile given in clause 6.2 of TS 33.210 [3] and the certificate profile given in clause 6.1.3a of TS 33.310 [5]. The identities in the end entity certificates shall be used for authentication and policy checks.
NOTE 2: A PLMN-operator policy can use dedicated certificates for this secure communication.  
* * * End of Changes * * *




