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Comments
This contribution proposes to add a set of specific information elements for a security related event associated with replayed messages received from one or more originating NFs. It is possible that subsequent replayed message(s) would originate from a different NF from the original message or from multiple NFs in scenarios where an attacker is attempting to gain unauthorized access through impersonation as an example,

Proposed Changes
* * * First Change – All New Text * * * *
[bookmark: _Toc12948][bookmark: _Toc31308][bookmark: _Toc159226033]6.x	Security events related to replayed messages on in the SBA layer
[bookmark: _Toc56501565][bookmark: _Toc14002][bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc159226034][bookmark: _Toc95076612][bookmark: _Toc106618431]The NF collects information on the SBA layer associated with a message being replayed from one or more originating NFs.
Editor’s Note: Whether and how to detect replay messages such as CCA token replay is FFS.
In addition to the common information elements of clause 6.2, this type of events shall include the following:
· Message: The full message which triggered this event.
· Message frequency: The replayed rate of the message.
· NF Consumers: Identifiers of the NFs where the replayed message originated.
Editor’s Note: Any other IEs are FFS.
* * * End of Changes * * * *

