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Comments

This pCR introduces the key hierarchy adaptation for NAS and AS AEAD usage.
The solution is to reuse the existing key hierarchy implementation as much as possible and is introducing with AEAD related ones as needed.
The proposed solution is to be added into the TR study on supporting the AEAD. The related KI will be proposed by S3-254066 [1].
Includes comments received from Huawei.
[1]			S3-254066, Pseudo-CR on New Key Issue on Key Hierarchy for AS and NAS AEAD

* * * First Change * * * *


[bookmark: _Toc211866806][bookmark: _Toc211867886]6.Y	Solution Y: Key Derivation for NAS and AS AEAD
[bookmark: _Toc211866807][bookmark: _Toc211867887]6.Y.1	Introduction
This solution addresses the key issue#x.
[bookmark: _Toc211866808][bookmark: _Toc211867888]6.Y.2	Solution details


Keys for NAS signalling: 
-	KNASAEAD is a key derived for particular combined algorithm (256-NCA4/256-NCA5/256-NCA6).

Keys for UP traffic: 
-	KUPAEAD is a key derived for a particular combined algorithm(256-NCA4/256-NCA5/256-NCA6).

Keys for RRC signalling: 
- KRRCAEAD is a key derived for a particular integrity & encryption (combined) algorithm(256-NCA4/256-NCA5/256-NCA6).



Algorithm key derivation functions
When deriving keys for NAS integrity and NAS encryption algorithms from KAMF in the AMF and UE or ciphering and integrity keys from KgNB/ KSN in the gNB and UE, the following parameters shall be used to form the string S.
-	FC = 0x69
-	P0 = algorithm type distinguisher
-	L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)
-	P1 = algorithm identity
-	L1 = length of algorithm identity (i.e. 0x00 0x01)
The algorithm type distinguisher shall be N-NAS-enc-alg for NAS encryption algorithms and N-NAS-int-alg for NAS integrity protection algorithms. The algorithm type distinguisher shall be N-RRC-enc-alg for RRC encryption algorithms, N-RRC-int-alg for RRC integrity protection algorithms, N-UP-enc-alg for UP encryption algorithms and N-UP-int-alg for UP integrity protection algorithms, N-NAS-AEAD-alg for NAS AEAD algorithms, N-RRC-AEAD-alg for RRC AEAD algorithm and N-UP-AEAD-alg for UP AEAD algorithm (see table A.8-1). The values 0x00 and 0x0a to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.
Table 1: Algorithm type distinguishers
	Algorithm distinguisher
	Value

	N-NAS-enc-alg
	0x01

	N-NAS-int-alg
	0x02

	N-RRC-enc-alg
	0x03

	N-RRC-int-alg
	0x04

	N-UP-enc-alg
	0x05

	N-UP-int-alg
	0x06

	N-NAS-AEAD-alg
	0x07

	N-RRC-AEAD-alg
	0x08

	N-UP-AEAD-alg
	0x09



The algorithm identity (as specified in clause 5 of TS 33.501 [5]) shall be put in the four least significant bits of the octet. The two least significant bits of the four most significant bits are reserved for future use, and the two most significant bits of the most significant nibble are reserved for private use. The entire four most significant bits shall be set to all zeros. 
For the derivation of integrity and ciphering keys or AEAD key used between the UE and gNB, the input key shall be the 256-bit KgNB// KSN. For the derivation of integrity and ciphering keys or AEAD key used between the UE and AMF, the input key shall be the 256-bit KAMF.
For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.

[bookmark: _Toc211866809][bookmark: _Toc211867889]6.Y.3	Evaluation
TBD
Editor’s Note: Further evaluation to be added.




* * * End of Changes * * * *

