	
3GPP TSG-SA3 Meeting #125																			S3-254668r1
Dallas, US, 17 – 21 November 2025

Source:	KDDI
Title:	Pseudo-CR on new solution for KI#2 interface
Document for:	Approval
Agenda item:	5.3.2
Spec:	3GPP TR 33.771
Version:	0.1.0
Work Item:	FS_AEAD

Comments
<Proposals, reason for change, abstract, comments if necessary (optional)>


* * * First Change * * * *
[bookmark: _Toc211866806][bookmark: _Toc211867886]6.Y	Solution Y: Input & output definition
[bookmark: _Toc211866807][bookmark: _Toc211867887]6.Y.1	Introduction
This solution addresses KI#2: AEAD algorithm input and output.
The input and output for AEAD algorithm basically follow the definition of RFC 5116 [6]. It defines the input of the AEAD as 1) a secret key, 2) a nonce, 3) a plaintext, 4) the associated data, and the output as a ciphertext. The ciphertext also includes data for integrity protection. Considering AEAD can be used only for the encryption, this solution proposes to define the output as a pair of (C, T) where C is the ciphertext of P and T is the MAC tag. This solution also proposes a new parameter to indicate the AEAD algorithm is operated in encryption only mode.

[bookmark: _Toc211866808][bookmark: _Toc211867888]6.Y.2	Solution details
The input for encryption is defined as (K, N, AD, P, ENC_ONLY).
-	The key K is a secrete key only known to a sender and a receiver. Clause 6.2 of TS 33.501[5] defines the key hierarchy for 5G from long term key to algorithm keys. The key for AEAD can be defined in the similar way.
-	A nonce N can be public but cannot be reused to maintain the security. The nonce can be constructed by using the existing COUNT, BEARER and DIRECTION parameters as defined in Annex D.2 and Annex D.3 of TS 33.501 [5].
-	The associated data AD is input to AEAD algorithm only for integrity protection. When AEAD is used only for the integrity protection of input data, it can be input as the associated data. The associated data is not encrypted.
-	A plaintext P input into AEAD algorithm to be encrypted. 
-	A parameter ENC_ONLY is used to indicate whether AEAD algorithm is to be performed for encryption only.
Editor’s Note: It is ffs why "ENC_ONLY" is needed. AEAD itself supports ciphering-only and "ENC_ONLY" is not defined by ETSI.
Editor’s Note: It is ffs how to use an encryption only parameter for generic AEAD algorithms.
NOTE: When AEAD is used for integrity protection only, input data is the associated data AD. When AEAD is used for encryption and integrity protection, input data is the plaintext P.
The output for encryption is defined as (C, T).
-	A ciphertext C is the encryption P. The ciphertext C can be omitted when AEAD algorithm is used only for the integrity protection. 
-	A tag T is generated to ensure the ciphertext C is not modified. The tag T can be omitted when AEAD algorithm is used only for the encryption.
The input for decryption is defined as (K, N, AD, C, T, ENC_ONLY).
-	The ciphertext C can be omitted when AEAD algorithm is used only for the integrity protection.
-	The tag T can be omitted when AEAD algorithm is used only for the encryption.
The output for decryption is defined as (P, VeriRes).
-	The VeriRes is the verification result of the tag T, and it is either SUCCESS or FAILURE.
-	The plaintext P is generated only if VeriRes is set to SUCCESS. When algorithm is operated in encryption only, VeriRes is omitted and the plaintext P is always generated.

[bookmark: _Toc211866809][bookmark: _Toc211867889]6.Y.3	Evaluation
TBD

* * * Next Change * * * *
[bookmark: _Toc211866804][bookmark: _Toc211867884]6	Solutions
Editor’s Note: This clause addresses potential requirements on procedures and protocols to support AEAD algorithms.
[bookmark: _Toc80633894][bookmark: _Toc136953936][bookmark: _Toc167405408][bookmark: _Toc180278736][bookmark: _Toc180278912][bookmark: _Toc180279176][bookmark: _Toc180279650][bookmark: _Toc182841087][bookmark: _Toc182899167][bookmark: _Toc199248738][bookmark: _Toc211866805][bookmark: _Toc211867885]6.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#3
	KI#4
	KI#5

	Y Input & output definition1
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* * * End of Changes * * * *

