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Comments

This pCR introduces the AEAD algorithm usage for NAS and AS procedures.
Comments from Huawei, Ericsson included.



* * * First Change * * * *

[bookmark: _Toc211866789][bookmark: _Toc211867869]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

<ABBREVIATION>	<Expansion>
	TMSI					Temporary Mobile Subscriber Identity





* * * Next Change * * * *


[bookmark: _Toc211866806][bookmark: _Toc211867886]6.Y	Solution Y: AEAD key usage for NAS and AS algorithm

[bookmark: _Toc211866807][bookmark: _Toc211867887]6.Y.1	Introduction
This solution addresses the key issue#2.
Like the existing NAS algorithms and AS algorithms for integrity protection and ciphering (reference from Annex D of TS 33.501 [5]), the combined algorithm needs to be shown for the AS and NAS module usage.

[bookmark: _Toc211866808][bookmark: _Toc211867888]6.Y.2	Solution details


Figure 6.Y.2: Derivation of 
MAC-I

The input parameters to the NCA (NG Combined Algorithm) algorithm are 256-bit (array of 32 bytes) security Key (example: KNASAEAD or KRRCAEAD or KUPAEAD), 32-bit NAS or PDCP COUNT (UL or DL COUNT),1 bit of MODE of 0(encrypt) or 1(decrypt), 5-bits of BEARER identity, DIRECTION bit could be 0 for uplink and 1 for downlink and 6 bytes of Extra entropy for the IV(Initial Value).
EXTRA_IV called as EXTRA_IVNAS or EXTRA_IVRRC or EXTRA_IVUP is a Random number generated by AMF/RAN and exchanged with UE during NAS or AS Security mode command or RRC Reconfiguration message. 


[bookmark: _Toc211866809][bookmark: _Toc211867889]6.Y.3	Evaluation
TBD
Editor’s Note: Further evaluation to be added.





* * * End of Changes * * * *
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