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Comments
This pCR proposes a new solution for KI#1 algorithm selection.

* * * First Change * * * *
[bookmark: _Toc211866806][bookmark: _Toc211867886]6.Y	Solution Y: enhancement for security mode command
[bookmark: _Toc211866807][bookmark: _Toc211867887]6.Y.1	Introduction
This solution address KI#1: Algorithm selection. Clause 5.11.1 of TS 33.501 [5] defines algorithm identifiers for encryption and integrity protection algorithms. In NAS and AS security mode command message, these identifiers are exchanged between UE and network to decide which algorithm is used for a session. The identifier is 4-bit long, and one identifier is assigned for encryption algorithms, and another is for integrity protection algorithms. Therefore, the current mechanism can support up to 16 encryption algorithms and 16 integrity protection algorithms. 
There are three 128-bit algorithms and one NULL algorithm. And three 256-bit encryption algorithms and three 256-bit NCA algorithms are defined. Supporting all these algorithms consumes 10 identifiers, which means only 6 are reserved for future extension. The same can be applied to the integrity protection algorithms. In order to reserve room for future extensions, this solution proposes an enhancement to SMC to support more algorithms without consuming many algorithm identifier values. This solution also achieves UE and network to determine in which mode NCA algorithm is  performed.
Editor’s Note: The identity space seems to be sufficient. It is ffs why identity space can be a problem and needs to be reserved for future extensions.
[bookmark: _Toc211866808][bookmark: _Toc211867888]6.Y.2	Solution details
During the security mode command message exchange, UE sends its security capability. Based on the received security capability, network selects the algorithm and notifies to the UE. This solution proposes to split the security mode command procedures into two phases as shown in Figure 6.Y.2-1.


Figure 6.Y.2-1 Security mode command with AEAD support
1.	In the first message, UE sends its security capability. In this message UE notifies the list of supporting 128-bit algorithms and its ability to use NCA algorithm(s). One identifier is assigned to indicate that UE supports at least one of 256-NCA algorithms, but this does not identify which. After receiving UE capability, the network chooses the algorithm. When one of 128-bit algorithms is chosen, the network notifies the selected algorithm to UE. When one of NCA algorithms is chosen, network send back the identifier which indicates the support of NCA algorithms. 
2.	Upon receiving the identifier which indicates the supporting NCA algorithms, UE send the list of all NCA algorithms it supports.
3.	Network chooses one of NCA algorithms from the list of identifiers based on its policy.
4.	Network notifies the selected NCA algorithm to UE.
5.	UE sends Security Mode Complete to the network.
The algorithm identifier can be also used to notify in which mode NCA algorithm is performed. The identifier values sent in the second phase can be constructed as to indicate algorithm and its mode, which means three values are allocated for one algorithm.
Editor’s note: It is ffs whether this solution fits into the existing authentication procedures.

[bookmark: _Toc211866809][bookmark: _Toc211867889]6.Y.3	Evaluation
Editor’s Note: Place holder for an evaluation if necessary.


* * * Next Change * * * *
[bookmark: _Toc211866804][bookmark: _Toc211867884]6	Solutions
Editor’s Note: This clause addresses potential requirements on procedures and protocols to support AEAD algorithms.
[bookmark: _Toc80633894][bookmark: _Toc136953936][bookmark: _Toc167405408][bookmark: _Toc180278736][bookmark: _Toc180278912][bookmark: _Toc180279176][bookmark: _Toc180279650][bookmark: _Toc182841087][bookmark: _Toc182899167][bookmark: _Toc199248738][bookmark: _Toc211866805][bookmark: _Toc211867885]6.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2

	1Y enhancement for security mode command
	X
	

	
	
	





* * * End of Changes * * * *
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