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Comments

In 3GPP systems, UE to Core Network (CN) interactions are either based on the control-plane signaling protocol (i.e., NAS) or user-plane protocols, e.g., as TLS, QUIC. Regardless of the protocols being used, the UE and a network function in CN need to have a common key derived from the primary authentication, to bootstrap security efficiently (namely, without requiring additional and/or separate credential provisioning). This involves defining a key hierarchy, mapping and distributing a (derived) key to a network function and defining a security establishment procedure(s) between the UE and the network function. While SA3 have developed such mechanisms (e.g., NAS security procedures, GBA, AKMA), it would be desirable to have a unified architecture that supports security bootstrapping between UE and network functions in a future proof manner. 
Also, while 5GS introduced SoR and UPU features for the home network of the UE to provide configuration information to the UE securely, they have some limitations as the key holder that supports security (i.e., AUSF) and the NF that provides service to the UE (i.e., UDM) are not same. It would be useful to support a generic secure connection between UE and home network for SoR and UPU type services. 
Based on the above, it is proposed to add the following aspects to the UE to Core Network security area.
- Security functions/services needed to support security procedures including authentication, service key provisioning at NFs, key bootstrapping for applications (e.g., GBA, AKMA)
- Support of (generic) secure communication between UE and home network to support SoR/UPU type services
 
NOTE: alternatively, those aspects can be added to the Security Architecture area if it is more appropriate.

* * * First Change * * * *
[bookmark: _Toc212013898]5.1	Security area #1: UE to Core Network Security
[bookmark: _Toc212013899]5.1.1	Introduction 
This security area studies how to establish and manage secure communication(s) between the UE and the Core Network. This includes the following aspects: 
[bookmark: _Hlk211583708]Editor's Note: work is to be aligned and in coordination with TR 23.801-01 [4] based on SA2 progress.
Editor's Note: Any potential NAS impact due to the use of AEAD will be based on the conclusions in TR 33.771 [5].
- Security of NAS protocol, architecture and procedures 
- NAS Security context management, including mobility 
- Interworking between 6GS and 5GS
Editor’s note: Generic security establishment between UE and NFs/AFs is FFS.
Editor’s note: Support of (generic) secure communication between UE and home network is FFS.

[bookmark: _Hlk211496170]NOTE: Mobility aspects that are excluded in the RAN security area (i.e., mobility aspects that affect the core network security context) are included here.
 Editor’s Note: Other aspects are FFS.


* * * End of Changes * * * *

