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Comments
The pCR aims to address the editor’s notes on Solution 6. The document further explains the need for re-authentication mechanisms inside the same PDU-session. In particular, it aligns the solution with the current 5G security policies which require re-authentication after moving from 4G to 5G. In addition, UE internal policy might be triggered from malware detection software to avoid miss-use of the PSK. Moreover, it clarifies that when calculating the new key the same algorithm should be reused with fresh inputs. Finally, it enhances the conclusion section to include the additions. In particular, it also specify that the solution is applicable only to the roaming use cases with a local break out session, i.e., there is no involvement of the hPLMN UPF and therefore no need to transmit the keys among PLMNS.
For the previous consideration, it is proposed to remove all the ENs in solution 6.

* * * First Change * * * *
6.6	Solution #6: Key derivation and delivery to UE and UPF
6.6.1	Introduction
The following solutions addresses KI#1 by proposing a mechanism to derive the key inside the 5G core and distribute it to both UE and UPF. Additionally, it proposes a mechanism to initiate re-authentication by deriving and delivering new keys to UE and UPF.
6.6.2	Solution details
6.6.2.1 	Key derivation and distribution


1. A Multi-Access PDU session is established and one or more ATSSS rules require the use of MPQUIC. 
2. The UPF request SMF the pre-shared secret for the session with the UE.
3. SMF forwards the Key request to AMF.
4. AMF generates the new key by deriving it from KAMF. The following parameters should be use as input to the KDF:
-	FC= 0xWX
-	P0= Random Number
-	L0= P0 length
5.a. AMF sends a response to SMF containing the generated key.
5.b. AMF send the key and PDU session ID to UE to identify where the correct session to use the key.
6. SMF forwards the response, along with the Key and an identifier of the UE to UPF.
7. UE and UPF authenticate each other and initiate the MPQUIC connection as supported in ATSSS based on the pre-shared secret, i.e., the key.
Editor’s Note: Key derivation and delivery from serving network to home network in roaming scenarios is FFS.

6.6.2.2 	Re-Keying mechanism



1. MPQUIC connection has been set up through PSK.
2. Based on internal policies, Eeither the UE or 5G core can requires to renew the pre-shared secret. This could include 5G security policy for re-authentication, such as in the case of inter-system mobility.
3. AMF generates a new key through the same mechanism protocol described in step 4 of section 6.6.2.1 used during the initial key derivation, but with different input parameters..
4.a. AMF sends notification of the new Key to UE.
4.b. AMF replies to SMF with the new key.
5. SMF provides the new key to UPF.
6. UE and UPF gracefully terminate the current MPQUIC session.
7. UE and UPF establish a new one based on the pre-shared key.
Editor’s Note: Key update for reauthentication is FFS.
Editor’s Note: The need for a key renewal is FFS.

6.6Y.3	Evaluation
The solution completely addresses the problem highlighted by KI#1 both for initial authentication of the connection and for update of the key in case of a compromise. The security is achieved by deriving a new dedicated key for each MPQUIC connection, ensuring that each connection is independently secured, and the compromise of one key will not impact the security of the overall system.
The solution impacts AMF by enhancing its key derivation capabilities to support the new use case. Additionally, it defines a delivery mechanism which impact SMF, as both initiator of the procedure and intermediate layer between AMF and UPF, and UPF in the 5G core and the connection towards the UE.
The solution relies on AS security to ensure the confidentiality of the PSK, deactivating the AS security will impact the security of the solution. 
The solution supports the re-authentication of UE and UPF based on policy triggers, either on the UE side or general 5G security policy.
The solution is not applicable to home routed roaming use cases.
Editor’s Note: Further eval is FFS.

* * * End of Changes * * * *
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