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Comments
This pCR proposes to resolve the editor’s note for home-routed roaming scenario in solution #3 in TR 33.778 and add the evaluation.

* * * First Change * * * *
[bookmark: _Toc212104844]6.3	Solution #3: PSK delivery during MA PDU session establishment
[bookmark: _Toc212104845]6.3.1	Introduction
According to TS 23.502 [9] clause 4.22.2, when receiving the UE requested PDU session establishment request with Request Type as "MA PDU Request", the AMF supporting MA PDU sessions selects an SMF supporting MA PDU sessions. It is proposed that:
-	When selecting an SMF supporting MA PDU, the AMF sends a key to the SMF for PSK derivation.
The SMF determines to use MPQUIC for the new PDU session based on TS 23.502 [9] clause 4.22.2, then selects and configures the selected UPF supporting MPQUIC. It is proposed that:
-	When determining that MPQUIC is to be used for the PDU session, the SMF derives the PSK;
-	When configuring the UPF, the SMF provides the derived PSK to the UPF.
On the UE side, when the UE receives a PDU Session Establishment Accept message indicating that the requested MA PDU session was successfully established, the message will include the ATSSS rules for the MA PDU session derived by SMF. If MPQUIC functionality is supported for the MA PDU Session, the SMF will include the "MPQUIC link-specific multipath" addresses/prefixes of the UE and the MPQUIC proxy information that corresponds to the activated MPQUIC-based steering functionality in the ATSSS rules. It is proposed that:
-	The UE derives the PSK when receiving the ATSSS rules from the SMF containing the "MPQUIC link-specific multipath" addresses/prefixes of the UE and the MPQUIC proxy information. 
-	The UE then uses the derived PSK to authenticate with the UPF using MPQUIC/TLS protocol.
[bookmark: _Toc212104846]6.3.2	Solution details
The detailed procedure is shown in Figure 6.3.2-1.

 
Figure 6.3.2-1: MPQUIC/TLS Security Establishment during MA PDU session establishment 
1.	The UE provides Request Type as "MA PDU Request" in UL NAS Transport message and its ATSSS capabilities in PDU Session Establishment Request message. 
2.	Based on Request Type as "MA PDU Request" received from the UE, if the AMF supports MA PDU sessions, the AMF selects an SMF which supports MA PDU sessions. The AMF informs the SMF that the request is for a MA PDU Session by including "MA PDU Request" indication. 
In addition, the AMF may send a derived PSK to the SMF or send a root key to the SMF for PSK derivation.
	The root key could be the KSMF derived from KAMF or KSEAF.
3.	The SMF retrieves, via Session Management subscription data, the information whether the MA PDU session is allowed or not. 
4.	The SMF returns a Nsmf_PDUSession_CreateSMContext Response to the AMF.
5.	The SMF determines the ATSSS capabilities supported for the MA PDU Session taking into consideration the ATSSS capabilities provided by the UE and per DNN configuration on SMF. The SMF initiates an N4 Session Establishment/Modification procedure with the selected UPF. If the MPQUIC functionalities are supported for the MA PDU Session, the SMF instructs the UPF to activate the corresponding functionalities for this MA PDU Session. The SMF receives the UE IP address of the MA PDU session from the UPF.
6.	Upon receiving a positive N4 Session Establishment/Modification Response, the SMF derives the PSK from the root key if received from the AMF.  
Alternatively, the SMF can also decide to derive the PSK at step #12 after receiving positive PDU session response from the AMF.
If the AMF does not send a root key in step #2, the SMF sends a key request to the AMF/SEAF to acquire the PSK derived by the AMF/SEAF or retrieve the root key before deriving the PSK.
The PSK derivation refers to solution #2.
7.	The SMF sends the Namf_Communication_N1N2MessageTransfer message to the AMF.
8.	The AMF sends the PDU Session Request message to the gNB. 
9.	The gNB issues AN specific signalling exchange with the UE that is related with the NAS information received from SMF.  
10a. Upon receiving the ATSSS rule in the NAS message from the AMF, if ATSSS rule contains the "MPQUIC link-specific multipath" addresses/prefixes of the UE and the MPQUIC proxy information, the UE determines to derive the PSK from the root key in the same way as the AMF or SMF. 
10b. After AN specific signalling exchange with the UE, the gNB returns the PDU Session Response message to the AMF.
11. The AMF sends the Nsmf_PDUSession_UpdateSMContext Request to forward the N2 SM information received from gNB to the SMF.
12.	The SMF derives the PSK if not received in step #2 or not derived in step #6.
13.	The SMF sends the PSK to the UPF in the N4 Session Modification Request.
14.	The UE and UPF perform authenticate using MPQUIC/TLS based on the PSK.
15.	The UPF returns the N4 Session Modification Response to the SMF.
Editor’s Note: Key update for reauthentication is FFS.
Editor’s Note: Key derivation and delivery from serving network to home network in roaming scenarios is FFS.
[bookmark: _Toc212104847]In the case of home-routed roaming as specified in TS 23.502 [9] clause 4.22.2.2, the PSK can also be delivered during MA PDU session establishment procedure. However, if the root key for PSK derivation is from the serving network, while the PSK is used in the home network (H-UPF), key separation between different PLMNs needs to be ensured. There are two options to achieve key separation in two PLMNs:
1. No key delivery from serving network to home network by using a key in home network as the root key
For this option, the NF in serving network (V-AMF/V-SMF) does not deliver the PSK to the home network (H-SMF). The H-SMF requests the PSK from the AUSF, which is derived from KAUSF using the same KDF in solution #2. Then the H-SMF delivers the PSK to the H-UPF. 
The H-SMF also needs to send an indication to the UE to inform the UE of home-routed roaming, so that the UE is able to determine to derive the PSK using KAUSF rather than KAMF/KSEAF.
2. Key delivered from serving network to home network and refreshed by the home network for key separation 
For this option, the AMF derives the PSK or an intermediate key (KHSMF) and delivers the key to the H-SMF via the V-SMF. In order to achieve key separation, the H-SMF derives a new PSK based on the key received from the V-SMF. The parameter for new PSK derivation is a parameter shared only between the UE and the home network (e.g. a parameter preconfigured in the UE and home network). With such parameter, the new PSK in the home network cannot be derived by the serving network, hence the key separation is achieved.
The H-SMF also needs to send an indication to the UE to inform the UE of home-routed roaming case, so that the UE is able to determine to derive a new PSK in the same way as the H-SMF using the preconfigured parameter shared with the home network.
6.3.3	Evaluation
Editor’s Note: This clause is going to capture the pros and cons of the solution, e.g. whether the threats are addressed totally, how the existing 5G system is impacted, whether there is any leftover issues exists, etc.
The solution also addresses the home-routed roaming scenario, while ensuring key separation between serving and home networks. 
Option 1 requires new procedure and messages initiated by the SMF towards the AUSF for key retrieval. An additional impact on the AUSF is that it is required to store KAUSF and derive PSK from KAUSF. An additional impact on the SMF is that it needs to send an indication to inform the UE of the home-routed case or the correct root key for PSK derivation. The limitation of this option is that it does not work in the case that the UE is authenticated in 4G network.
Option 2 does not require new procedure and messages, but has an impact on the SMF and the UE, which are required to derive a new PSK using the key from the serving network. The SMF also needs to send an indication to inform the UE of the home-routed case or additional round of derivation for a new PSK. In addition, both the UE and the SMF in home network are required to be preconfigured with a shared parameter for deriving the new PSK. The limitation of this option is that it depends on the visited network supporting the relevant functionality of this solution.
* * * End of Change * * * *
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