	
	
3GPP TSG-SA3 Meeting #125	draft_S3-254614-r3
Dallas, US, 17 – 21 November 2025													was S3-254129

Source:	NTT DOCOMO
Title:	pCR Privacy requirements for sensing
Document for:	approval
Agenda item:	5.2.7
Spec:	33.777
Version:	0.2.0
Work Item:	FS_Sensing_SEC

Comments
With the ability of sensing to detect objects and activity even through walls and behind closed doors, privacy aspects will need to be considered. 
It is proposed to add a key issue on privacy to the TR on sensing security. This key issue has three requirements because it needs to capture the problem that privacy has to be made available for people who are not actively participating in the 3GPP network (1), in certain places (2), as well as pointing out that special considerations apply regarding health information (3), as health information is often subject to regulations different to privacy regulations.

* * * Begin Change * * * *
[bookmark: _Toc197526068]5.x	Key issue on privacy for sensing
5.x.1	Key Issue Description
This key issue focuses on the privacy aspect of sensing.
The introduction of sensing capabilities enables the network to collect and process sensing data about objects in the public or even private environment and expose derived sensing results, all without the direct participation or awareness of the sensed object. Considering that the sensing data or sensing result can contain privacy sensitive information, the privacy aspect of sensing service needs to be investigated.
Sensing technology enables the detection of objects and activities without requiring a direct line of sight, such as around corners, through walls, and behind closed doors. This capability can intrude upon areas once considered private, including apartments, other living spaces, and even more specific locations like the interiors of bags, boxes, or clothing.
Importantly, individuals being sensed do not need to have any business relationship with the entities performing the sensing and may not even carry a 3GPP defined device. 
Additionally, sensing can reveal health-related information of the sensed individuals, which can further impact the privacy of individuals being monitored.
Furthermore, an attacker could use the sensing signal sent by operator's transmitter for passive unauthorized sensing.
[bookmark: _Toc197526070]5.x.2	Threats
If any privacy related information is contained in the sensing data and is leaked to an unauthorized party, it could lead to privacy violation. 
The threat to the service is that non-adherence to privacy requirements will make it illegal to deploy sensing. 
Threats to the sensed subjects include loss of control of personal data and loss of privacy.
[bookmark: _Toc197526071]5.x.3	Requirements 
The 5G system shall provide a mechanism to mitigate privacy threats in the sensing system., even if they are not subscribers of the sensing operator.
.
Editor's Note: further refinement of the above requirement is FFS.
Editor’s Note: whether this key issue needs 3GPP solution(s) is FFS, as there may be mechanism out-of-3GPP. 
 system shall other ensure privacy in locations where sensing is not allowed. This includes non public places,  places of national security relevance, as well as more specific locations such as the inside of boxes, bags or otherwise concealing containers, as well as inside clothes.
 is not high enough to detect objects inside containers, the privacy requirement regarding concealing containers is fulfilled and does not require a standardized solution. 
 system shall preserve privacy of health information of individuals. 
 
* * * End of Changes * * * *

