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Comments
With the ability of sensing to detect objects and activity even through walls and behind closed doors, privacy aspects will need to be considered. 
It is proposed to add a key issue on privacy to the TR on sensing security. This key issue has three requirements because it needs to capture the problem that privacy has to be made available for people who are not actively participating in the 3GPP network (1), in certain places (2), as well as pointing out that special considerations apply regarding health information (3), as health information is often subject to regulations different to privacy regulations.

* * * Begin Change * * * *
[bookmark: _Toc197526068]5.x	Key issue on privacy for sensing
5.x.1	Key Issue Description
This key issue focuses on the privacy aspect of sensing.
The introduction of sensing capabilities enables the network to collect and process sensing data about objects in the public or even private environment and expose derived sensing results, all without the direct participation or awareness of the sensed object. Considering that the sensing data or sensing result can contain privacy sensitive information, the privacy aspect of sensing service needs to be investigated.




[bookmark: _Toc197526070]5.x.2	Threats
If any privacy related information is contained in the sensing data and is leaked to an unauthorized party, it could lead to privacy violation. 


[bookmark: _Toc197526071]5.x.3	Requirements 
The 5G system shall provide a mechanism to mitigate privacy threats in the sensing system.
.
Editor’s Note: whether this requirement needs 3GPP solution(s) is FFS. 




* * * End of Changes * * * *

