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Comments
With the ability of sensing to detect objects and activity even through walls and behind closed doors, privacy aspects will need to be considered. 
It is proposed to add a key issue on privacy to the TR on sensing security. This key issue has three requirements because it needs to capture the problem that privacy has to be made available for people who are not actively participating in the 3GPP network (1), in certain places (2), as well as pointing out that special considerations apply regarding health information (3), as health information is often subject to regulations different to privacy regulations.

* * * Begin Change * * * *
[bookmark: _Toc197526068]5.x	Key issue on privacy for sensing
5.x.1	Key Issue Description
This key issue focuses on the privacy aspect of sensing.
Sensing technology enables the detection of objects and activities without requiring a direct line of sight, such as around corners, through walls, and behind closed doors. This capability can intrude upon areas once considered private, including apartments, other living spaces, and even more specific locations like the interiors of bags, boxes, or clothing.
Importantly, individuals being sensed do not need to have any business relationship with the entities performing the sensing and may not even carry a 3GPP defined device. 
Additionally, sensing can reveal health-related information of the sensed individuals, which can further impact the privacy of individuals being monitored.
Even if the algorithms deployed in the network only attempt to detect aerial objects, there could be misclassifications as the confidence levels defined in TS22.137 are defined between 99% for public safety (allowing one misclassification per 100 classifications) and 95% otherwise (allowing misclassification of 1 in 20). Furthermore, an attacker could use the sensing signal sent by operator's transmitter for passive unauthorized sensing.
[bookmark: _Toc197526070]5.x.2	Threats
The threat to the service is that non-adherence to privacy requirements will make it illegal to deploy sensing. 
Threats to the sensed subjects include loss of control of personal data and loss of privacy.
[bookmark: _Toc197526071]5.x.3	Requirements 
The 5G system shall ensure privacy of individuals, even if they are not subscribers of the sensing operator.
Editor’s Note: 	This key issue may not require 3GPP to provide mechanism(s), as this can be addressed by out-of-3GPP machanisms e.g., Regulations.
The 5G system shall  ensure privacy in locations where sensing is not allowed. This includes non public places,  places of national security relevance, as well as more specific locations such as the inside of boxes, bags or otherwise concealing containers, as well as inside clothes.
NOTE: As the sensing resolution of the system specified in the present release is not high enough to detect objects inside containers, the privacy requirement regarding concealing containers is fulfilled and does not require a standardized solution. 
The 5G system shall preserve privacy of health information of individuals. 
NOTE: As the sensing resolution of the system specified in the present release is not high enough to discern health information, the privacy requirement regarding health information is fulfilled and does not require a standardized solution. 
* * * End of Changes * * * *

