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Comments
Due to the fact that no standardisation is needed for the interface between functionalities within SF, this contribution aims to update the Solution #2.2 of TR 33.777 to align with the architecture assumption of SF in SA WG2, by deleting the ENs about architecture of SF. The direct connection between SF and sensing entity is the basic assumption in this solution and this contribution clearly state this in the evaluation part.
This contribution also add evaluation to the solution. 
* * * First Change * * * *
[bookmark: definitions][bookmark: _Toc211859918][bookmark: _Toc211859879][bookmark: _Toc107843136][bookmark: _Toc207652212]6.2.2 	Solution #2.2: Security of the connection between Sensing Entity and SF
[bookmark: _Toc211859919]6.2.2.1	Introduction 
This solution aims to address Key Issue #2.
This solution to secure the connection between Sensing Entity and Sensing Function (SF). SF is responsible for to handle both sensing service control and sensing data processing.
Editor’s Note: the architecture of SF needs to further align with SA WG2.
[bookmark: _Toc211859920]6.2.2.2	Solution details
The SF supports a direct interface (e.g. Nx interface) to send the sensing service control signalling to sensing entity, and the sensing entity uses the same interface to reply the sensing data to the SF.
In this architecture, the integrity protection, confidentiality protection and replay protection for the connection between sensing entity and SF are offered by:
· IPsec ESP and IKEv2 certificates-based authentication as specified in sub-clause 9.1.2 of [5]. IPsec is mandatory to implement on the Sensing Entity. On the SF side, a SEG may be used to terminate the IPsec tunnel.
· In addition to IPsec, DTLS shall be supported as specified in RFC 6083 [11]. Security profiles for DTLS implementation and usage shall follow the TLS profile given in clause 6.2 of TS 33.210 [7] and the certificate profile given in clause 6.1.3a of TS 33.310 [6]. The identities in the end entity certificates shall be used for authentication and policy checks.
Editor’s Note: Whether using direct connection between SF and sensing entity needs to align with SA WG2.
Editor’s Note: the architecture of SF needs to further align with SA WG2 and the security is FFS.
[bookmark: _Toc211859921]6.2.2.3	Evaluation
This solution assumes the SF and sensing entity are connected via direct connection.
This solution reuses existing mechanisms to address the following security requirement: The 5G system shall be able to support integrity protection, confidentiality protection and replay protection for the connection between sensing entity and SF.TBD.  
[bookmark: references]* * * End of Changes * * * *
