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Comments
This pCR proposes to update solution #1.3 in TR 33.777 to align with the SA WG2. 
According to agreed KI #2 principles in TR 23.700-14, the Sensing Authorization information is pre-configured or configured by OAM and stored in Sensing authorization functionality for authorisation of the sensing service request. Hence, we change the following Editor’s Note to NOTE 1.
Editor’s Note: Where to store the Sensing Profiles is to be aligned with SA2.
According to agreed KI #2 principles in TR 23.700-14, additional parameters for Sensing authorisation information, if any, and further details on Sensing authorization information can be determined during the normative phase. Hence, we change the following Editor’s Note to NOTE 2.
Editor’s Note: The authorization in Sensing Function is to be aligned with SA2.
The evaluation is added.
Proposed Changes
* * * Start of Change * * * *
[bookmark: _Toc211859894][bookmark: _Hlk209937588]6.1.3	Solution #1.3: Solution on authorization for sensing service request
[bookmark: _Toc211859895]6.1.3.1		Introduction
This solution addresses Key Issue#1 on Security of authorization for sensing service invocation and revocation. Specifically, it addresses the third requirement in KI#1: “The 5G system shall be able to authorize sensing service request from a sensing service consumer”.  
According to TR 23.700-14 [2], a sensing service request may be initiated by a sensing service consumer. The authorization on service permission includes two levels:
-	The first level of authorization is for service access. When the NEF receives the sensing service request initiated by the sensing service consumer (e.g. an AF), the NEF can determine whether the sensing service consumer is authorized to request the sensing service from the 5GC, according to clause 12 in TS 33.501 [5].
-	The second level of authorization is based on the local policy. The Sensing Function may check the Sensing Profile to verify the sensing service request from NEF to determine if a sensing service is allowed.
[bookmark: _Toc211859896]6.1.3.2		Solution details


Figure 6.1.3.2-1: Authorization for sensing service request
1. The AF requests a service request for sensing. The request may include AF ID, sensing service type (object detection, object tracking, etc), sensing service requirements (e.g. accuracy, latency, etc), sensing service area.
2. The NEF may authorize the sensing service request from the AF by reusing the OAuth 2.0 mechanism in clause 12 of TS 33.501 [5]. 
3. The NEF may discover and select the candidate Sensing Function(s).
4. If the authorization succeeds, then the NEF sends the sensing service request message to the Sensing Function. The request message may contain AF ID, sensing service area, sensing service type, sensing service requirements.
5. [bookmark: _Hlk213691954]The Sensing Function may authorize the sensing service request based on the local policy. The Sensing Function may check the Sensing Profiles to verify the sensing service request from NEF, which may contain allowed sensing service area, allowed sensing service type, allowed sensing service time duration, etc.
Editor’s Note: Where to store the Sensing Profiles is to be aligned with SA2.
NOTE 1: The Sensing Profile is stored in Sensing authorization functionality for authorisation of the sensing service request, e.g., Sensing Function.
NOTE 2: The details of Sensing Profiles can be determined by SA2.
Editor’s Note: The authorization in Sensing Function is to be aligned with SA2.
6. If the authorization succeeds, then the Sensing Function proceeds to execute the sensing service.
7. The Sensing Function sends the sensing results to NEF.
8. The NEF sends the sensing results to AF.
[bookmark: _Toc211859897]6.1.3.3		Evaluation
TBD.This solution addresses the KI#1: “The 5G system shall be able to authorize sensing service request from a sensing service consumer”.
This solution reuses the OAuth 2.0 mechanism defined in TS 33.501 to address the authorization of AF for sensing service request in NEF.
In this solution, the authorization of AF's Sensing Service Request in Sensing Function is aligned to TS 23.700-14.
No new security mechanism is introduced.
Editor’s Note: Whether the solution fulfills all SA2 use cases is FFS.


* * * End of Change * * * *
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