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Comments
This contribution proposes a new solution for TR 33.700-23 KI#3.
* * * First Change * * * *
[bookmark: _Toc106092173][bookmark: _Toc212105884]6.Y	Solution #Y: Purpose based authorization and authorization revocation
[bookmark: _Toc106092174][bookmark: _Toc212105885]6.Y.1	Introduction 
This solution addresses the KI#3.
Specifically, if API invoker needs to obtain resource owner’s data from the network, the data processing purpose is used to determine whether CCF issues the token to the API invoker. 
[bookmark: _Toc106092175][bookmark: _Toc212105886]6.Y.2	Solution details
[bookmark: _Toc106092176][bookmark: _Toc212105887]For RNAA related client credentials flow, the following enhancements are needed to support the purpose based authorization.
· If the API invoker needs to get resource owner’s data from the network, the API invoker sends the data processing purpose (e.g., the location data is used for advertising) to the CCF.
· The CCF authorizes the API invoker based on authorization information. The authorization indicates whether the data processing purpose is authorized. If the data processing purpose is not authorized, the CCF terminates the authorization procedure and will not send the token to the API invoker.
For authorization using authorization code (optional PKCE) flow, the following enhancements are needed.
· If the API invoker needs to get resource owner’s data from the network, the API invoker sends the data processing purpose (e.g., the location data is used for advertising) to the CCF via the ROF.
· The CCF authorizes the API invoker based on authorization information provided by the ROF. The authorization indicates whether the purpose is authorized. If the data processing purpose is not authorized, the CCF terminates the authorization procedure and will not send the token to the API invoker.
For authorization information and authorization revocation information transferring part, the following enhancement is needed.
· ROF sends the allowed/disallowed data processing purpose to the CCF via CAPIF-8.
Editor’s Note: Purpose delivery via CAPIF-8 is FFS.
6.Y.3	Evaluation

Editor’s Note: Evaluation is FFS.
* * * End of Changes * * * *
