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Comments
The following contribution proposes to resolve the ENs by defining Threats and potential security requirements for KI#4. 
SA6 is studying the certificate management aspect as part of KI#3 in TR 23.700-43. Currently, there is no mention of certificates and their management in SA6 Specs. In addition, the only procedure that is responsible to handle the issuance of certificate is the onboarding procedure which is part of SA3 spec. Finally, certificates are the base of authentication and therefore security procedure in CAPIF. The definition of new procedures to authenticate towards CCF in absence of a certificate should be studied in SA3 to avoid compromising the security of the all framework.
For the previous reason, it is proposed to resolve the ENs and define the threats and security requirements that SA3 will need to study to address the problem highlighted from SA6.

* * * First Change * * * *
[bookmark: _Toc212105874]5.4	Key Issue #4: Study on security aspects of Credentials unavailability
[bookmark: _Toc212105875]5.4.1	Key issue details
KI#3 in TR 23.700-43 [4] aims to study how to manage entities which do not have access to their CCF provided certificate. 
Due to the nature of the study around security credentials and their management, it is proposed to analysestudy thissuch aspect in this document. in SA3. In particular, this key issue focuses on the unavailability of the API Invoker to use the certificate due to either the loss or corruption of the certificate itself or due to the loss of the corresponding private key. Indeed, if an API Invoker loses its credentials, i.e., its CAPIF issued certificate or its private key, it will not be able to authenticate towards CCF and use CAPIF functionality, such as API Invocation.
Editor’s note: The study of this key issue doesn’t preclude whether a specific solution will be defined. At minimum, the outcome of this key issue needs to document agreement in SA3 on how the problem should be treated in the field (eg via a standardized solution or operator’s proprietary procedure).
Additionally, use cases such as certificate expiration management, or the management of API provider certificates are not in scope of 3GPP.
[bookmark: _Toc212105876]5.4.2	Threats
Editor’s Note: Security threats are FFS.N/A
[bookmark: _Toc212105877]5.4.3	Potential security requirements
Editor’s Note: Potential security requirements are FFS.N/A


* * * End of Changes * * * *
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