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6.3
Solution #3: UE context management for S&F operation
6.3.1
Introduction

This solution addresses Key Issue #1: Authenticated UE to exchange NAS messages with multiple satellites in split-MME architecture.

After the UE is authenticated and NAS security is established, the satellite will send a security token to the UE, which contains the UE's current context. When the UE attempts to connect to another satellite, it will provide the security token to that satellite. The satellite will use the content in the security token to reconstruct the UE context and communicate directly with the UE through secure NAS messages.
6.3.2
Solution details

UE context management procedure for S&F operation is shown in the following figure.
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Figure 6.3.2-1: UE context management procedure for S&F operation
0.
The security key materials used to provide confidentiality and integrity protection for security tokens used in S&F operations are pre-configured in the satellites. The security tokens are used to transfer UE contexts from one satellite to another satellite.
1.
The MME-ground provides UE authentication vectors to the MME-onboards when the feeder link is available.
2.
The UE and satellite perform the authentication procedure when the service link is available.

3.
The UE and satellite execute the Security Mode Command (SMC) procedure after the authentication procedure.

4.
The UE and satellite exchange downlink/uplink data through secure NAS messages.

5.
The satellite generates a security token based on the current context of the UE, which is protected by confidentiality and integrity using the security materials received in step 0. The token contains all the information required to reconstruct the UE context in another satellite, such as NAS keys, NAS COUNTs, etc.
NOTE:
The detailed information of the security token structure and protection mechanism will be specified during the normative phase.
6.
The satellite sends the security token to the UE through a NAS message and ends the connection with the UE. The satellite does not need to store the UE context after ending the connection with the UE. The UE stores the received security token.
7.
When the UE connects to another satellite, it sends an Initial NAS message to the satellite, which includes the security token.


8.
The satellite decrypts and verifies the security token using the security materials received in step 0. If the verification is successful, the satellite will attempt to exchange downlink/uplink data directly through secure NAS messages.

Editor’s Note: How to address the token replay attack is FFS.
NOTE 2: Attackers may eavesdrop on communication between UEs and satellites, record the tokens, and then resend them to other satellites. Because the tokens are encrypted, attackers are unable to successfully perform subsequent NAS communication with the satellites. However, DoS attacks caused by this cannot be avoided.
9.
The satellite performs the same operation as step 5
10.
The satellite and UE performs the same operations as step 6.
11.
The MME-onboards and MME-ground exchange downlink/uplink data when the feeder link is available.


Editor’s Note: The establishment of AS security in this solution is FFS.
6.3.3
Evaluation

This solution uses the target UE as an intermediate entity to securely transmit the UE context from one satellite to another, thereby meeting the requirements of Key Issue #1.
The advantages of this method are:

-
UE can connect to any satellite that supports S&F services.

The disadvantages of this method are:

-
Need to specify security token.
-
Existing authentication and NAS security procedures need to be enhanced to include security token sharing from network to UEs.

-
Security tokens add complexity to the security procedures.
-
This solution is not backward compatible for pre-Rel-19 UEs.
-
The security token is susceptible to a replay attack and could enable a DoS attack against the satellite.
-    Transmission of the security token will increase the latency and probability of failure for NAS messages that include the token.
*** END OF CHANGES ***
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