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Comments
This contribution proposes a solution on Security of UE connection setup with Data Collection NF using TLS.

* * * First Change * * * *
[bookmark: _Toc211853513]6.Y	Solution #Y: Security of UE connection setup with Data Collection NF using TLS
[bookmark: _Toc211796245][bookmark: _Toc211796478][bookmark: _Toc211853514]6.Y.1	Introduction
[bookmark: _Toc211796246][bookmark: _Toc211796479][bookmark: _Toc211853515]This solution addresses Key Issue #1 "Security of UE connection setup with Data Collection NF".
6.Y.2	Solution details
This solution proposes that the security between the UE and the Data Collection NF is based on TLS. TLS is a well-established security protocol at the transport layer and provides authentication, confidentiality, integrity and replay protection. One example where TLS is used for security between a UE and a network function is LPP, see the reply-LS S3-232232. In the context of LPP, TLS has been used in deployments for years.
Authentication of the Data Collection NF towards the UE can be based on server-side certificates. This requires the provisioning of the root certificate at the UE by the operator of the network where the Data Collection NF is located.
Editor's Note: Whether server-side only authentication is sufficient is FFS. 
Editor's Note: Solution of client cert provisioning is FFS. 
For authentication of the UE towards the Data Collection NF there are several options. The operator of the network where the Data Collection NF could provision client-side certificates to the UE. It is also possible to use AKMA or to decide that only server-side authentication is required. This decision needs to be done by the operator of the network where the Data Collection NF is located.
Editor's Note: AKMA solution details are FFS. 
[bookmark: _Toc211796247][bookmark: _Toc211796480][bookmark: _Toc211853516]The TLS protocol profiles for secure support and usage of TLS in 3GPP TS 33.210 [5], clause 6.2, need to be followed. This implies that TLS 1.1 and earlier versions of TLS are not to be supported. 
This solution also proposes that authorization at UE and Data Collection NF is based on local policy.
Editor's Note: Authorization details are FFS. 
If the underlying transport protocol is datagram-based, e.g. UDP, instead of TLS the DTLS or QUIC protocol could be used.
6.Y.3	Evaluation

Editor's Note: Evaluation is FFS. 
* * * End of Changes * * * *
