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Comments
This contribution proposes a new solution for UE-side data collection exposure addressing Key Issue #2. 

* * * First Change (all text new) * * * *
6.X	Solution #X: UE-side Data Collection Exposure
6.X.1	Introduction
This solution addresses Key Issue #2.
This solution builds on TR 23.700-04 (for the standardized transfer of standardized data over UP for UE-side data collection) for the secure, authorized, and privacy-preserving exposure of UE-related data towards OTT servers via the 5GC exposure function (e.g., NEF). 
6.X.2	Solution details
Architecture scope and roles
- 	DCF in the MNO domain manages Data Collection Profiles (DCPs) and orchestrates UE data collection and transfer towards the OTT server via NEF. The NEF exposes authorized subsets of collected data with any applicable post-processing done by DCF prior to being forwarded to OTT servers.
Security functions
1) OTT server authentication and authorization and policy enforcement 
- The NEF authenticates and authorizes the OTT server using existing mechanisms, to transfer data collected from the UE based on subscription information and operator policy.

2) Data access controlminimization and privacy protection
   - DCF enforces access control and visibility of collected data and UE information before exposure outside the MNO domain, with the following:
 - DCF applies per parameter access control privacy preserving mechanisms (e.g., anonymization, filtering) based on DCP visibility configuration. For example, DCF may replace or filter identifiers not authorized for external exposure with pseudonymous identifiers.
Editor's note: aspects related to DCP, post processing, enforcement of access control and visibility is FFS.
       - DCF checks whether UE location information can be exposed externally based on existing LCS privacy profile, as per TS 23.273 [y].

3) Data exposure toward OTT servers (NEF-facing)
   - Exposure is constrained to authorized datasets as provided by DCF
   - Exposure is conditional on positive user consent, where NEF acts as the enforcement point NF as per TS 33.501[3], Annex V
6.X.3  Evaluation
The solution fully addresses Key Issue #2 requirements. 
Impacts: 
- DCF enforces access control and visibility of collected data before transferring the data to OTT via NEF
Editor's note: evaluation is FFS.





