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1	Decision/action requested
This contribution proposes a solution to KI#2 in TR 33.786.
2	References
[1]	3GPP TS 23.482, "Functional architecture and information flows for AIML Enablement Service".	
[2]	3GPP TS 33.434, "Security aspects of Service Enabler Architecture Layer (SEAL) for verticals’.
[3]	3GPP TR 33.786, " Study on AIML Enablement Service Security", Release-20.
3	Rationale
The KI#2 covers TS 23.482 [1] specified AIMLE services authorization related to ML Model retrieval, ML model training, ML model management (model information storage and discovery) ML model update, and ML model selection aspects.  The objective is to provide authorization procedure to secure AIMLE service-based ML Model operations such as retrieval, training, update, selection, and management (i.e., ML model information storage and discovery).
Therefore, this pCR provides Solution to address the KI#2 on Secure AIMLE ML Model Access.
4	Detailed proposal		
SA3 is kindly requested to agree on the pCR below to TR 33.786

***** Start of Change 1*****
[bookmark: _Toc211870273]6.Y	Solution #Y: Authorization for Secure AIMLE based ML Model Access
[bookmark: _Toc528155245][bookmark: _Toc102752619][bookmark: _Toc205553957][bookmark: _Toc211870274]6.Y.1	Introduction
[bookmark: _Toc528155246][bookmark: _Toc102752620][bookmark: _Toc205553958][bookmark: _Toc211870275]This solution address KI#2.
6.Y.2	Solution details
AIMLE authorization related to AIML Services can reuse the authorization procedure specified in TS 33.434 [2] clause 5.2.2 (SEAL service authorization) and clause B.3.3 (SEAL service authorization) as the baseline where, SIM-S or AIMLE Server (with SIM capabilities) acts as an authorization server and issues access token to the AIMLE service consumer. The AIMLE service producer provides the requested services to the AIMLE service consumers by verifying the authorization of AIMLE service consumer i.e., on validating the access token claims as shown in Figure 6.1.2-1 and related step description in Clause 6.1.2 (See Solution #1). 
The specific authorization related adaptations to AIMLE Servicerelated procedures include the following:
1. ML Model retrieval:
· AIMLE Service: MLModelRetrieval Request/Response, Subscribe/Notify, UpdateSubscription, Unsubscribe
· AIMLE Service Consumer: AIMLE Client, VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, VAL service ID/information, VAL server ID/VAL UE ID/AIMLE Client ID etc., allowed ML model retrieval filters, and Model Information such as ML Model ID(s)/address or Analytics IDs, audience claim as (AIMLE server /AIMLE Model repository for the AIMLE related services), Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
2. ML Model Training:
· AIMLE Service: MLModelTraining Reqeust/Response
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope,Allowed Training Type (VFL or HFL or both VFL and HFL), Allowed List of AIMLE member client IDs, Allowed location information for member client selection, Allowed ML Model ID list/ML Model Information for training, allowed ML model training notification target address, ML Model selection filtering criteria, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
3. ML Model Management:
· AIMLE Service: (i) ModelInformationStorage Request/Response (ii) ModelInformationDiscovery Request/Response
· AIMLE Service Consumer: AIMLE Server, (VAL Server, AIMLE Client (via AIMLE Server))	Comment by Lenovo_r1: VAL Server, AIMLE Client can be in this list, check and update
· AIMLE Service Producer: ML Repository
· For (i) Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, Allowed ML information (Model ID, Model Type, or ML model identified by Analytics ID (or) ML model address from where ML model can be downloaded), Allowed AIMLE client ID (or) ML model source identifier (e.g., VAL server ID, VAL client ID, Target ML repository information), Related VAL service ID(s), ML model address, base Model ID, analytics ID, Model size, domain information, Related Vendor ID(s), Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
· For (ii) Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, VAL service ID, ML model source identifier, Allowed List of AIMLE member client IDs, Allowed location information for member client selection, Allowed ML Model ID list/ML Model Information for discovery, ML model address, base Model ID, analytics ID, allowed ML model training notification target address, ML Model selection filtering criteria, domain information, required accuracy level, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
4. ML Model Training Capability Evaluation:
· AIMLE Service: MLModelTrainingCapabilityEva Reqeust/Response
· AIMLE Service Consumer: AIMLE Server
· AIMLE Service Producer: AIMLE Client
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, Allowed availability time for supporting FL operations, Allowed test task information, Allowed AI/ML model ID and model parameters, Allowed dataset requirements (such as common feature ID(s), Data domain feature ID(s) list, Data source), etc., List of allowed VAL service(IDs) and allowed corresponding permission level(s), Allowed AIML Task type or operations/services (such as VFL/HFL), Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
5. ML Model Update:
· AIMLE Service: MLModelUpdate Request/Response
· AIMLE Service Consumer: VAL server, ADAE server, AIMLE client
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, Allowed ML Model ID, Allowed performance degradation information, Allowed ML model retrieval endpoint (such as URL, URI, IP address), delegated ML model information discovery service via AIMLE server ID(s) list, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
6. ML Model performance monitoring:
· AIMLE Service: MLModelPerfMonitor Subscriber/Notify
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, Allowed ML Model ID, Allowed Notification endpoint (such as URL, URI, IP address), Allowed AIML operation information (such as ML model training, VFL, HFL, TL etc.), List of VAL service ID, List of AIMLE client ID(s), AIMLE service KPI, Allowed monitoring report configuration, Allowed area of interest, Allowed validity time period, Allowed trigger actions, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
7. AIMLE assisted ML Model selection:
· AIMLE Service: AssistedMLModelSelection Subscriber/Notify
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, Allowed AIML Profile (such as list of Allowed ML Model ID(s), ML model requirements, Allowed AIMLE Client set ID(s),  Allowed AIMLE Client selection criteria, Allowed number of AIMLE clients, Allowed data set ID(s), Allowed Training requirements, Allowed Notification target endpoint (such as URL, URI, IP address), Allowed Notification settings etc.,), Delegated list of AIMLE Server IDs (to perform candidate ML model selection service, ML model information storage service etc., for the AIMLE service consumers), List of VAL service ID, Resource Owner ID as GPSI etc., Audience as AIMLE Server IDs, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
Editor’s Note: Further details on how the parameters included in the token are used during the authorization verification by the resource server is FFS.
[bookmark: _Toc528155247][bookmark: _Toc102752621][bookmark: _Toc205553959][bookmark: _Toc211870276]6.Y.3	Evaluation
The solution uses the SEAL service authorization procedure as baseline with the following impacts:
To secure the SEAL based AIMLE Services, this solution provides enhancements to the access token claims (such as scope and audience) to indicate AIMLE procedure and information flow specific information to allow related verification at the AIMLE Service producer side before providing any service to AIMLE service consumers. 
Editor’s Note: Additional evaluation is FFS.
***** End of Change 1*****
