3GPP TSG-SA3 Meeting #125										draft_S3-254573-r1 was S3-254325
Dallas, US, 17 – 21 November 2025

Source:	Lenovo, Motorola Mobility
Title:	Updates to Solution#1
Document for:	Approval
Agenda Item:	5.2.3
1	Decision/action requested
This contribution updates solution#1 to fully address the KI#1 in TR 33.786.
2	References
[1]	3GPP TS 23.482, "Functional architecture and information flows for AIML Enablement Service".	
[2]	3GPP TS 33.434, "Security aspects of Service Enabler Architecture Layer (SEAL) for verticals’.
[3]	3GPP TR 33.786, " Study on AIML Enablement Service Security", Release-20.
3	Rationale
KI#1 covers the authorization aspects for AIMLE services and related aspects specified in TS 23.482 [3] such as related to a) Federated Learning (FL), b) client related handling (registration, discovery, selection, selection subscription, and participation), c) transfers (task transfer, transfer learning, context transfer) d) ML Model (training capability evaluation, monitoring and control), e) Split operations and AIMLE assistance respectively. The objective is to ensure trusted AIMLE members participation and usage to prevent unauthorized access of AIMLE operations.
Therefore, this pCR provides updates to Solution #1 to address the KI#1 on Authorization for AIMLE Service Security for AIML members.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.786

***** Start of Change 1*****
[bookmark: _Toc211870264]6.1	Solution #1: Authorization for AIMLE Servicesbased FL
[bookmark: _Toc211870265]6.1.1	Introduction
This solution address KI#1.
[bookmark: _Toc211870266]6.1.2	Solution details
AIMLE authorization related to AIML ServicesFL can reuse the authorization procedure specified in TS 33.434 [2] clause 5.2.2 (SEAL service authorization) and clause B.3.3 (SEAL service authorization) as the baseline wherei.e., SIM-S or AIMLE Server (with SIM capabilities) acts as an authorization server and issues access token to the AIMLE service consumer. The AIMLE service producer provides the requested services to the AIMLE service consumers by verifying the authorization of AIMLE service consumer i.e., on validating the access token claims as shown in Figure 6.1.2-1. 


Figure 6.1.2-1: AIMLE Service Authorization
Step 1-3. The access token request, access token generation, response can be same as TS 33.434 [2] Clause B.3.7 Obtaining access token and B.3.6 Access token, with the adaptation that scope includes AIMLE service specific information.
Step 4-6. The AIMLE service Request/Response sent is same as each of request/response messages described in TS 23.482 [x] clause 8 related procedures with the following adpations. i.e., The access token is sent in step 4 and on successful validation of AIMLE service specific information in the access token claims, the AIMLE service request is processed, and the response is provided.
The specific authorization related adaptations to AIMLE Servicebased FL related procedures include the following:
1. FL member registration: The candidate FL member (e.g., VAL server, AIMLE Server) can get access token from the authorization server such as SIM-S. The FL member registration services can be restricted based on the authorization issued with access token claims, which includes FL member ID as Subject, AIMLE service-related information as scope, FL member type (as Server or Client), FL member capabilities, Allowed ML Model ID list, FL member location information, Issuer as Authorization Server ID. The AIMLE service producer i.e., ML repository validates the access token and if success process the FL member registration request and provides the FL member registration response as in TS 23.482 [3]. The authorization procedure can be same for the FL member registration update request and response.
· AIMLE Service: FLMemberRegistration Request/Response, FLMemberRegistration Update Request/Response, FLMemberRegistrationFetch Request/Response, FLMemberDeregistration Request/Response
· AIMLE Service Consumer: VAL Server, AIMLE Server
· AIMLE Service Producer: ML Repository
· Token Claims including scope: FL member ID/Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, FL member type (as Server or Client), FL member capabilities, Allowed ML Model ID list, FL member location information, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
2. FL related events subscription: The candidate FL member (e.g., VAL server, AIMLE Server) can get access token from the authorization server such as SIM-S. The FL related event subscription request services can be restricted based on the authorization issued with access token claims, which includes FL member ID as Subject, AIMLE service-related information as scope, FL member Type (Server or Client), FL related Events ID or name, Allowed ML Model ID list/ML Model Information for FL, Allowed notification target address, issuer as authorization server ID. The AIMLE service producer i.e., ML repository validates the access token and if success process the FL related event subscription request and provides the response as in TS 23.482 [3]. 
· AIMLE Service: FLEvents Subscribe/Notify
· AIMLE Service Consumer: VAL Server, AIMLE Server
· AIMLE Service Producer: ML Repository
· Token Claims including scope: FL member ID/Requestor ID as Subject, AIMLE service-related information as scope, FL member Type (Server or Client), Allowed FL member ID, Allowed FL related Events ID or name, Allowed ML Model ID list/ML Model Information for FL, Allowed notification target address, issuer as authorization server ID.
3. HFL Training: VAL Server can get access token from the authorization server such as SIM-S. The FL member grouping support request services can be restricted based on the authorization issued with access token claims, which includes Requestor ID as Subject, AIMLE service-related information as scope, AIML Model (e.g., Model ID/Type) and Model parameters, Dataset ID(s), Allowed FL members (Allowed List of member client IDs) to use as AI MLE clients for HFL (or) ML model training, Training Type (HFL/VFL/or both), Allowed AI MLE client selection/filtering criteria, Allowed ML Model ID list/ML Model Information for training, F/ML Model selection filtering criteria, issuer as authorization server ID. The AIMLE service producer i.e., AIMLE Server validates the access token and if success process the FL member grouping request and provides the response as in TS 23.482 [3]. 
Process 1:
· AIMLE Service: MLModelTraining Request/Response
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, AIML Model (e.g., Model ID/Type) and Model parameters, Dataset ID(s), Allowed FL members (Allowed List of member client IDs) to use as AI MLE clients for HFL (or) ML model training, Training Type (HFL/VFL/or both), Allowed AI MLE client selection/filtering criteria, Allowed ML Model ID list/ML Model Information for training, ML Model selection filtering criteria, issuer as authorization server ID
Process 2:
· [bookmark: _Hlk181871308]AIMLE Service: HFLTraining Subscribe/Notify
· AIMLE Service Consumer: AIMLE Server
· AIMLE Service Producer: AIMLE Client
4. Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, AIML Model (e.g., Model ID/Type) and Model parameters, Dataset ID(s), Allowed FL members (Allowed List of member client IDs) to use as AI MLE clients for HFL (or) ML model training, Training Type (HFL/VFL/or both), Allowed AI MLE client selection/filtering criteria, Allowed ML Model ID list/ML Model Information for training, ML Model selection filtering criteria, issuer as authorization server ID
· 
5. VFL Training: VAL Server can get access token from the authorization server such as SIM-S. The ML model training request services can be restricted based on the authorization issued with access token claims, which includes Requestor ID as Subject, AIMLE service-related information as scope, Allowed FL members (Allowed List of member client IDs) to use as AI MLE clients for VFL model training (e.g., per domain), Training Type (HFL/VFL/or both), Allowed AI MLE client selection/filtering criteria, Allowed ML Model ID list/ML Model Information for training, VFL Model selection filtering criteria, issuer as authorization server ID. The AIMLE service producer i.e., AIMLE Server validates the access token and if success process the FL member grouping request and provides the response as in TS 23.482 [3]. 
Process 1:	
· AIMLE Service: MLModelTraining Request/Response
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, Allowed FL members (Allowed List of member client IDs) to use as AIMLE clients for VFL model training (e.g., per domain), Training Type (HFL/VFL/or both), Allowed AI MLE client selection/filtering criteria, Allowed ML Model ID list/ML Model Information for training, VFL Model selection filtering criteria, issuer as authorization server ID
· 
Process 2:
· AIMLE Service: HFLTraining Subscribe/Notify
· AIMLE Service Consumer: AIMLE Server
· AIMLE Service Producer: AIMLE Client
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, Allowed FL members (Allowed List of member client IDs) to use as AI MLE clients for VFL model training (e.g., per domain), Training Type (HFL/VFL/or both), Allowed AI MLE client selection/filtering criteria, Allowed ML Model ID list/ML Model Information for training, VFL Model selection filtering criteria, issuer as authorization server ID
6. FL member grouping: VAL Server can get access token from the authorization server such as SIM-S. The FL member grouping support request services can be restricted based on the authorization issued with access token claims, which includes Requestor ID as Subject, AIMLE service-related information as scope, VAL service ID, AIML Model ID, ADAE Analytics ID, ML Model Profile Information (e.g., ID for which the FL grouping is to be used), ML Task Information/ID (e.g., FL Training task or FT Inference Task), Allowed FL members (Allowed List of member client IDs) to use as AI MLE clients/server for FL, issuer as authorization server ID. The AIMLE service producer i.e., AIMLE Server validates the access token and if success process the FL member grouping request and provides the response as in TS 23.482 [3]. 
Process 1:
· AIMLE Service: FLMemberGroupSupport Request/Response
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, VAL service ID, AIML Model ID, ADAE Analytics ID, ML Model Profile Information (e.g., ID for which the FL grouping is to be used), ML Task Information/ID (e.g., FL Training task or FT Inference Task), Allowed FL members (Allowed List of member client IDs) to use as AI MLE clients/server for FL, issuer as authorization server ID
Process 2:
· AIMLE Service: FLGroupIndication Request/Response
· AIMLE Service Consumer: AIMLE Server
· AIMLE Service Producer: AIMLE Client
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, VAL service ID, AIML Model ID, ADAE Analytics ID, ML Model Profile Information (e.g., ID for which the FL grouping is to be used), ML Task Information/ID (e.g., FL Training task or FT Inference Task), Allowed FL members (Allowed List of member client IDs) to use as AI MLE clients/server for FL, issuer as authorization server ID.
7. AIMLE Client Discovery:
· AIMLE Service: AIMLEClientDiscovery Request/Response
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, Allowed maximum number of AIMLE clients, Allowed AIMLE Client discovery criteria such as List of allowed VAL service(IDs), Allowed service permission level usages (premium resource usage/standard resource usage/limited resource usage), Allowed ML model types (decision trees/linear regression/neutral networks/any model type), Allowed AIML operations/services (such as training, model transfer, model inference, model offload, model split), Allowed dataset requirements or handling, Allowed client location/Allowed location information for member client discovery/selection (Anywhere or by coordinates, civic addresses, network areas, or VAL service area ID), Allowed AIMLE Client task capabilities, issuer as authorization server ID.
8. AIMLE Client Registration:
· AIMLE Service: AIMLEClientRegistration Request/Response, Update, Delete
· AIMLE Service Consumer: AIMLE Client
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, Allowed client profile(s), List of allowed VAL service(IDs) and allowed corresponding permission level(s), Allowed AIML operations/services (such as training, model transfer, model inference, model offload, model split), Allowed client location/Allowed location information for member client selection (Anywhere or by coordinates, civic addresses, network areas, or VAL service area ID), AIMLE Client capabilities, Allowed ML Model ID list/ML Model Information for AIMLE client usage, issuer as authorization server ID.
9. AIMLE Client Selection:
· AIMLE Service: AIMLEClientSelection Request/Response
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, Allowed maximum number AIMLE clients, List of allowed VAL service(IDs), Allowed AIMLE Client IDs, Allowed AIMLE client selection criteria i.e., [service permission level usages (premium resource usage/standard resource usage/limited resource usage), Allowed ML model types (decision trees/linear regression/neutral networks/any model type), Allowed AIML operations/services (such as training, model transfer, model inference, model offload, model split), Allowed dataset requirements or handling, Allowed client location/Allowed location information for member client discovery/selection, (Anywhere or by coordinates, civic addresses, network areas, or VAL service area ID), Allowed AIMLE Client task capabilities,], Allowed AIMLE Client Set ID(s), issuer as authorization server ID.
10. AIML Client selection subscription and notification:
· AIMLE Service: AIMLEClientSelection Subscribe/Notify, Update, Unsubscribe
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer:
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, List of allowed VAL service(IDs), Allowed AIMLE client selection criteria/service requirements per VAL service ID i.e., [service permission level usages (premium resource usage/standard resource usage/limited resource usage), Allowed number of AIMLE Clients for selection, Allowed Notification endpoint for the selected AIMLE Client, issuer as authorization server ID.
11. AIMLE Client Participation:
· AIMLE Service: AIMLEClientParticipation Request/Response
· AIMLE Service Consumer: AIMLE Server
· AIMLE Service Producer: AIMLE Client
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, List of allowed VAL service(IDs), Allowed AIMLE Client Set ID(s), Allowed AIMLE server ID(s), Allowed operation (Add/remove indicator), Allowed AIML model ID(s), Allowed AIML operations/services (such as training, model transfer, model inference, model offload, model split), Allowed AIMLE client selection criteria/service requirements per VAL service ID i.e., [service permission level usages (premium resource usage/standard resource usage/limited resource usage), Allowed dataset requirements or handling, issuer as authorization server ID.
12. AIML Task Transfer:
· Type 1: AIMLE Service: (i) AIMLTaskTransferAssist Request/Response, (ii) AIMLESControlled AIMLTaskTransfer Request/Response 
· AIMLE Service Consumer: AIMLE Client 
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, List of allowed VAL service(IDs) and allowed corresponding permission level(s), Allowed AIML Task type or operations/services (such as training, model transfer, model inference, model offload, model split), Allowed ML Model ID list/ML Model Information for AIMLE client usage, Allowed Transfer mode (i.e., AIMLE server assisted/direct AIML task transfer/AIMLE server-controlled), Allowed time window for task transfer, Allowed AI/ML target members for task transfer, issuer as authorization server ID.
· Type 2: AIMLE Service: (i) AIMLTaskTransfer Request/Response, (ii) DirectAIMLTaskTransfer Request/Response 
· AIMLE Service Consumer: (i)AIMLE Server (ii)AIMLE Client 
· AIMLE Service Producer: AIMLE Client
· Token Claims including scope for (i): Requestor ID as Subject, AIMLE service-related information as scope, Allowed list of Source AI/ML Member ID(s), Allowed list of Target AI/Member ID(s), List of allowed VAL service(IDs) and allowed corresponding permission level(s), Allowed AIML Task type or operations/services (such as training, model transfer, model inference, model offload, model split), Allowed ML Model ID list/ML Model Information for AIMLE client usage, Allowed Transfer mode (i.e., AIMLE server assisted/direct AIML task transfer/AIMLE server-controlled), Allowed time window for task transfer, Allowed AI/ML target members for task transfer, issuer as authorization server ID.
· Token Claims including scope for (ii): Requestor ID as Subject, AIMLE service-related information as scope, List of allowed VAL service(IDs) and allowed corresponding permission level(s), Allowed AIML Task type or operations/services (such as training, model transfer, model inference, model offload, model split), Allowed ML Model ID list/ML Model Information for AIMLE client usage, Allowed Transfer mode (i.e., AIMLE server assisted/direct AIML task transfer/AIMLE server-controlled), Allowed time window for task transfer, Allowed AI/ML target members for task transfer, issuer as authorization server ID.
13. AIMLE Context Transfer:
· AIMLE Service: ContextTransfer Request/Response
· AIMLE Service Consumer: AIMLE Server (e.g., S-EAS)
· AIMLE Service Producer: AIMLE Server (e.g., T-EAS)
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, Allowed service area information related to the source Edge AIMLE Server ID(s), Allowed list of Target Edge AIMLE Server ID(s) and service area information for context transfer, Allowed list of Target AIMLE Client ID(s) for which context transfer is to done, AIMLE context transfer services (request/response) as scope, List of allowed VAL service(IDs) and allowed corresponding permission level(s), Allowed AIML Task type or operations/services (such as training, model transfer, model inference, model offload, model split), Allowed ML Model ID list/ML Model Information for AIMLE client usage, List of Previous managing AIMLE server ID(s), issuer as authorization server ID.
14. AIML service operations control and management procedure:
Process 1
· AIMLE Service: AIMLEServiceOperationsManagement Request/Response
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, Allowed target AIMLE Client identifiers, Allowed target AIMLE Client set identifiers, Allowed AIML service operation identifiers (such as model training id, ml task id etc.), Allowed AIML service operation information, Allowed AIML service operation mode (such as start, stop), Allowed AIML service operation mode configuration, Allowed AIML service operation mode status reporting (such as periodic/event based), List of allowed VAL service(IDs) and allowed corresponding permission level(s), Allowed AIML Task type or operations/services (such as VFL/HFL), issuer as authorization server ID.
Process 2
· AIMLE Service: AIMLEClientServiceOperations Request/Response
· AIMLE Service Consumer: AIMLE Server, AIMLE Client
· AIMLE Service Producer: AIMLE Client
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, Allowed target AIMLE Client identifiers, Allowed target AIMLE Client set identifiers, Allowed AIML service operation identifiers (such as model training id, ml task id etc.), Allowed AIML service operation information, Allowed AIML service operation mode (such as start, stop), Allowed AIML service operation mode configuration, Allowed AIML service operation mode status reporting (such as periodic/event based), List of allowed VAL service(IDs) and allowed corresponding permission level(s), Allowed AIML Task type or operations/services (such as VFL/HFL), issuer as authorization server ID.
15. Transfer Learning Enablement
· Type 1: AIMLE Service: TLModelSelectionAssistance Request/Response
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, List of allowed VAL service(IDs) and allowed corresponding permission level(s), Allowed ML task ID(s),  Allowed ADAE analytic ID(s),  Allowed ML model profile, Allowed TL criteria, Allowed List of VAL UE ID(s), Allowed ML model requirement information, Allowed list of ML models (ML repository ID and address, ML model rating) for AIMLE service consumer, Allowed Transfer mode (i.e., VAL server triggered /UE triggered), Allowed AI/ML target members for transfer learning, issuer as authorization server ID.
· Type 2: AIMLE Service: UE TLModelSelectionAssistance Request/Response
· AIMLE Service Consumer: AIMLE Client
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID as Subject, AIMLE service-related information as scope, List of allowed VAL service(IDs) and allowed corresponding permission level(s), Allowed ML task ID(s),  Allowed ADAE analytic ID(s),  Allowed ML model profile, Allowed TL criteria, Allowed List of VAL UE ID(s), Allowed ML model requirement information, Allowed list of ML models (ML repository ID and address, ML model rating) for AIMLE service consumer, Allowed Transfer mode (i.e., VAL server triggered /UE triggered), Allowed AI/ML target members for transfer learning, issuer as authorization server ID.
Editor’s Note: Who performs the role of Authorization Server is FFS.
Editor’s Note: Further details on how the solution address the overall scope of AIMLE procedures related to KI#1 is FFS.
Editor’s Note: Further details on how the parameters included in the token are used during the authorization verification by the resource server is FFS.
[bookmark: _Toc211870267]6.1.3	Evaluation
TBDThe solution uses the SEAL service authorization procedure as baseline with the following impacts:
To secure the SEAL based AIMLE Services, this solution provides enhancements to the access token claims (such as scope and audience) to indicate AIMLE procedure and information flow specific information to allow related verification at the AIMLE Service producer side before providing any service to AIMLE service consumers. 
Editor’s Note: Additional evaluation is FFS.
***** End of Change 1*****
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