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Comments
This contribution proposes text for subclause of IKEv2 protocol: 6.3.1 – to cover MOBIKE protocol and 6.3.3 – 3GPP consideration

* * * First Change * * * *

[bookmark: _Toc211892370][bookmark: _Toc211951665][bookmark: _Toc211952207]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
….
[x1]	IETF RFC 7296: " Internet Key Exchange Protocol Version 2 (IKEv2)".
[x2]		IETF RFC 4555: "IKEv2 Mobility and Multihoming Protocol (MOBIKE)".


* * * Next Change * * * *

[bookmark: _Toc211892394][bookmark: _Toc211951689][bookmark: _Toc211952231]6.3	IKEv2

[bookmark: _Toc211892395][bookmark: _Toc211951690][bookmark: _Toc211952232]6.3.1	General
IKEv2 specified in IETF RFC 7296 [x1] provides mutual authentication and establishes Security Associations (SA) for IPsec tunnels. The IKEv2 is also used by MOBIKE specified in IETF RFC 4555 [x2]. 
The IETF IPSECME group has introduced multiple RFCs and Drafts to enable a smooth PQC transition for the Internet Key Exchange Protocol Version 2 (IKEv2) protocol. They cover both key exchange and authentication.
[bookmark: _Toc211892396][bookmark: _Toc211951691][bookmark: _Toc211952233]6.3.2	Current Work in IETF
[bookmark: _Toc211892398][bookmark: _Toc211951692][bookmark: _Toc211952234]6.3.2.1	IETF RFCs
[bookmark: _Toc211892399][bookmark: _Toc211951693][bookmark: _Toc211952235]6.3.2.1.1 Key Exchange
KEM-based Key Exchange
· IETF RFC 9242 [43] introduces a new exchange, called "Intermediate Exchange" for IKEv2 to avoid IP fragmentation of large IKE messages and enable transferring large amounts of data during Security Association (SA) establishment expected for some PQC key exchanges.
· IETF RFC 9370 [44] describes a method to perform multiple successive key exchanges in IKEv2. It allows integration of PQC in IKEv2 and the negotiation of one or more PQC algorithms, in addition to the existing (EC)DH key exchange data that provides backward compatibility.
· IETF RFC 7383, "Internet Key Exchange Protocol Version 2 (IKEv2) Message Fragmentation" [49] describes a way to avoid IP fragmentation of large Internet Key Exchange Protocol version 2 (IKEv2) messages, which is necessary when using ML-KEM-1024, ML-DSA, or SLH-DSA. 
PSK-based Key Exchange
-	IETF RFC 8784 [47] describes an extension of IKEv2 resistant to quantum computers using pre-shared keys.
[bookmark: _Toc211892400][bookmark: _Toc211951694][bookmark: _Toc211952236]6.3.2.1.2 Authentication and Signature
-	IETF RFC 9593 [46] defines a mechanism that allows implementations of IKEv2 to indicate the list of supported authentication methods to their peers while establishing IKEv2 SAs. This mechanism improves interoperability when IKEv2 partners are configured with multiple credentials of different types (for example, ECC-based certificate and PQC-based certificate) for authenticating each other.
[bookmark: _Toc211892401][bookmark: _Toc211951695][bookmark: _Toc211952237]6.3.2.2	IETF WG Adopted Drafts
[bookmark: _Toc211892402][bookmark: _Toc211951696][bookmark: _Toc211952238]6.3.2.2.1 Key Exchange
KEM-based Key Exchange
· IETF Draft draft-ietf-ipsecme-ikev2-mlkem-03, "Post-quantum Hybrid Key Exchange with ML-KEM in the Internet Key Exchange Protocol Version 2 (IKEv2)" [45] proposes to use the ML-KEM [21] as an additional key exchange in IKEv2 along with traditional key exchanges.
· IETF Draft draft-ietf-ipsecme-ikev2-pqc-auth-04, "Signature Authentication in the Internet Key Exchange Version 2 (IKEv2) using PQC" [69], specifies a generic mechanism for integrating post-quantum cryptographic (PQC) digital signature algorithms into the IKEv2 protocol.
PSK-based Key Exchange
-	IETF Draft draft-ietf-ipsecme-ikev2-qr-alt-10, "Mixing Preshared Keys in the IKE_INTERMEDIATE and in the CREATE_CHILD_SA Exchanges of IKEv2 for Post-quantum Security" [78] defines an alternative way to provide protection against quantum computers, which is similar to the solution defined in RFC 8784 [47], but also protects the initial IKEv2 SA.
[bookmark: _Toc211892403][bookmark: _Toc211951697][bookmark: _Toc211952239]6.3.2.2.2 Authentication and Signatures
-	IETF Draft draft-ietf-ipsecme-ikev2-pqc-auth-04, "Signature Authentication in the Internet Key Exchange Version 2 (IKEv2) using PQC" [48] outlines how Module-Lattice-Based Digital Signatures (ML-DSA) [22] and Stateless Hash-Based Digital Signatures (SLH-DSA) [23], can be employed as authentication methods within the IKEv2.
[bookmark: _Toc211892404][bookmark: _Toc211951698][bookmark: _Toc211952240]6.3.3		3GPP Considerations
Editor’s Note: This clause does not include any conclusions.
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