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1	Decision/action requested
This contribution provided solution for SUCI calculation aspect in TR 33.703.
2	References
[1]	3GPP TR 33.703, Study on Transitioning to Post Quantum Cryptography (PQC) in 3GPP.
[2]	NIST IR 8545: “Status Report on the Fourth Round of the NIST Post-Quantum Cryptography Standardization Process”, 2025. Available at https://csrc.nist.gov/pubs/ir/8545/final 
https://nvlpubs.nist.gov/nistpubs/ir/2025/NIST.IR.8545.pdf
3	Rationale
NIST IR 8545 [2] states as, ‘HQC (Hamming Quasi-Cyclic) is a KEM based on quasi-cyclic codes, where no trapdoor is hidden in the code’.
Whereas TR 33.703 [1] states as HQC is a Code-based algorithm for digital signature.
As HQC is a key encapsulation mechanism (KEM), not a signature scheme, this pCR corrects HQC’s purpose/definition in TR 33.703.
Additionally abbreviations and editorials are fixed.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.703

***** Start of Change 1*****
[bookmark: _Toc211892384][bookmark: _Toc211951680][bookmark: _Toc211952222]5.4	PQC algorithm types and cryptographic diversity
PQC algorithms can be categorized based on different mathematical foundations. The following are a few typical types of PQC algorithms [38, 5]: Lattice-based cryptography, Hash-based cryptography, Multivariate cryptography, Code-based cryptography, and Isogeny-based cryptography.
NOTE: The types for NIST selected algorithms are as follows: ML-KEM and HQC-KEM for key encapsulation, ML-DSA for digital signature, and FN-DSA for digital signature are all Lattice-based algorithms; SLH-DSA for digital signature is a Hash-based algorithm; and HQC is a .Code-based algorithm for digital signature. 
Cryptographic diversity is the practice of having different types of PQC algorithms available. This provides resilience against future attacks in case that a weakness or vulnerability is discovered in one type of algorithm, when other types of algorithms will remain unaffected. For example, NIST has chosen SLH-DSA as a backup algorithm for ML-DSA and HQC algorithm as a backup for ML-KEM [39]. A key enabler for this is cryptographic agility so that if an algorithm is broken it can be removed and replaced with an alternative without undue disruption.

***** End of Change 1*****

***** Start of Change 2*****

[bookmark: _Toc211892374][bookmark: _Toc211951669][bookmark: _Toc211952211]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
ANSSI			Agence Nationale de la Sécurité des Systèmes d'Information
CA			Certification Authority 
CBOR			Concise Binary Object Representation
COSE			CBOR Object Signing and Encryption
CRL			Certificate Revocation Lists
CRQC			Cryptographically Relevant Quantum Computer
DSA			Digital Signature Algorithm
ECC			Elliptic Curve Cryptography
ECDH			Elliptic Curve Diffie–Hellman key Exchange
ECIES			Elliptic Curve Integrated Encryption Scheme
FN-DSA			Fast-Fourier Transform over NTRU-Lattice-Based DSA
HBS			Hash-Based Signature
HQC			Hamming Quasi-Cyclic
HSS			Hierarchical Signature System
IKEv2			Internet Key Exchange Protocol Version 2
JSON			JavaScript Object Notation
JWE			JSON Web Encryption
JWS			JSON Web Signature
KEM			Key Encapsulation Mechanism
LTS			Long Term Stable
MIKEY-SAKKE			Multimedia Internet KEYing – Sakai-Kasahara Key Encryption
ML-DSA			Module-Lattice-Based DSA
ML-KEM			Module Lattice-Based Key-Encapsulation Mechanism
NCSC 			National Cyber Security Centre
NSA			National Security Agency
NSM			National Security Memorandum
NTRU			Nth-degree Truncated Polynomial Ring Units
PKI			Public Key Infrastructure
PKIX			Public Key Infrastructure X.509
PQC			Post-Quantum Cryptography
SA			Security Association
SDO			Standards Development Organizations
SECG			Security Engineering & Consulting Group
SLH-DSA			Stateless Hash-Based DSA
SUCI			Subscription Concealed Identifier
TLS 1.2			Transport Layer Security Version 1.2
TLS 1.3			Transport Layer Security Version 1.3
XMSS			eXtended Merkle Signature Scheme

***** End of Change 2*****

***** Start of Change 3*****
[bookmark: _Toc211892428][bookmark: _Toc211951722][bookmark: _Toc211952264]7.1	Threats
[bookmark: _Toc211892429][bookmark: _Toc211951723][bookmark: _Toc211952265]7.1.1	General
Most of security protocols used in 3GPP systems are specified in other standards development organizations (SDOs). In case that these protocols are not updated to use PQC in other SDOs, the 3GPP system may be vulnerable to attacks based on quantum computation. The clauses 7.1.2, 7.1.3, and 7.2 contains all of these protocols identified and potential solutions to address the issues.
[bookmark: _Toc211892430][bookmark: _Toc211951724][bookmark: _Toc211952266][bookmark: _Toc145061446][bookmark: _Toc145061649][bookmark: _Toc145074668][bookmark: _Toc145074910][bookmark: _Toc145075114][bookmark: _Toc187324513]7.1.2	SUCI calculation
Editor’s Note: If only SUCI calculation is considered, this subclause may be removed. If other protocol, e.g. MIKEY-SAKKE is studied, this subclause is used for each of such protocol identified.
As per TS 33.501 [4] and Table 4.3.2-1 of 3GPP Cryptographic inventory 3GPP TR 33.938 [2], the SUCI calculation is done based on ECIES scheme. The ECIES is specified in the SECG version 2 [9] and [10]. 
Since ECIES will not be updated by SECG with PQC algorithms, 3GPP should study alternative solutions for SUCI calculation due to post-quantum threats to existing ECIES scheme, e.g. supporting new profiles/algorithms with PQC for SUCI calculations.
[bookmark: _Toc211892431][bookmark: _Toc211951725][bookmark: _Toc211952267]7.1.3	MIKEY-SAKKE key exchange
MIKEY-SAKKE is a key exchange method specified in the IETF RFC 6509 [6]. As described in TR 33.938 [2], it is used in the 3GPP system to securely transport cryptographic keys for Mission Critical Services [3]. It employs asymmetric cryptography for key distribution. 
Assuming MIKEY-SAKKE will not be updated by IETF with PQC algorithms, alternative solutions should be studied for MIKEY-SAKKE due to post-quantum threats to existing signature schemes.


[bookmark: _Toc211892432][bookmark: _Toc211951726][bookmark: _Toc211952268]7.2	Solutions

***** End of Change 3*****

